

EXHIBIT 2 – SAMPLE OF PARTICIPATING STATES’ TERMS AND CONDITIONS
CALIFORNIA

Terms and conditions listed below will be incorporated and made a part of California Participating Addenda. The state of California reserves the right to add additional terms and/or use the latest versions of the terms below for individual Participating Addenda.

A. Terms
1) General Provisions – Information Technology (GSPD-401IT) effective 9/5/2014. This document can be viewed on the DGS Procurement Division website (https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement- Division-Resources-List-Folder/Model-Contract-Language).

2) Cloud Computing Software as a Service (SaaS) General Provisions effective 6/7/2019. This document can be viewed on the DGS Procurement Division website (https://www.dgs.ca.gov/PD/Resources/Page-Content/Procurement- Division-Resources-List-Folder/Model-Contract-Language).

3) Cloud Computing Special Provisions for Software as a Service (SaaS) effective 03/15/18. This document can be viewed on the DGS Procurement Division website (https://www.dgs.ca.gov/PD/Resources/Page- Content/Procurement-Division-Resources-List-Folder/Model-Contract- Language).

B. Administrative Fee
Contractor shall submit a check, payable to the State of California, remitted to the Cooperative Agreement Unit for the calculated amount equal to 1.25% of the sales for the quarterly period.

Contractor must include the Participating Addendum Number on the check. Those checks submitted to the State without the Participating Addendum Number will be returned to Contractor for additional identifying information.
Administrative fee checks shall be submitted to: State of California
Department of General Services, Procurement Division Attention: Cooperative Agreement Payment Processing 707 3rd Street, 2nd Floor, MS 2-202
West Sacramento, CA 95605

The administrative fee shall not be included as an adjustment to Contractor’s NASPO ValuePoint Master Agreement pricing.

The administrative fee shall not be invoiced or charged to the ordering agency.

Payment of the administrative fee is due irrespective of payment status on orders or service contracts from a purchasing entity.

Administrative fee checks are due for each quarter as follows:


	Reporting Period
	Due Date

	January 1 to March 31
	April 30

	April 1 to June 30
	July 31

	July 1 to September 30
	October 31

	October 1 to December 31
	January 31



Failure to meet administrative fee requirements and submit fees on a timely basis shall constitute grounds for suspension of the Participating Addendum.
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[bookmark: _bookmark0]GENERAL CONDITIONS

1. [bookmark: _bookmark1]Coordination of Services by the STATE. The head of the purchasing agency (“HOPA”) (which term includes the designee of the HOPA) shall coordinate the services to be provided by the CONTRACTOR in order to complete the performance required in the Contract. The CONTRACTOR shall maintain communications with HOPA at all stages of the CONTRACTOR'S work, and submit to HOPA for resolution any questions which may arise as to the performance of this Contract. "Purchasing agency" as used in these General Conditions means and includes any governmental body which is authorized under chapter 103D, HRS, or its implementing rules and procedures, or by way of delegation, to enter into contracts for the procurement of goods or services or both.

2. [bookmark: _bookmark2]Relationship of Parties: Independent Contractor Status and Responsibilities, Including Tax Responsibilities.

a. In the performance of services required under this Contract, the CONTRACTOR is an "independent contractor," with the authority and responsibility to control and direct the performance and details of the work and services required under this Contract; however, the STATE shall have a general right to inspect work in progress to determine whether, in the STATE'S opinion, the services are being performed by the CONTRACTOR in compliance with this Contract. Unless otherwise provided by special condition, it is understood that the STATE does not agree to use the CONTRACTOR exclusively, and that the CONTRACTOR is free to contract to provide services to other individuals or entities while under contract with the STATE.

b. The CONTRACTOR and the CONTRACTOR'S employees and agents are not by reason of this Contract, agents or employees of the State for any purpose, and the CONTRACTOR and the CONTRACTOR'S employees and agents shall not be entitled to claim or receive from the State any vacation, sick leave, retirement, workers' compensation, unemployment insurance, or other benefits provided to state employees.

c. The CONTRACTOR shall be responsible for the accuracy, completeness, and adequacy of the CONTRACTOR'S performance under this Contract. Furthermore, the CONTRACTOR intentionally, voluntarily, and knowingly assumes the sole and entire liability to the CONTRACTOR'S employees and agents, and to any individual not a party to this Contract, for all loss, damage, or injury caused by the CONTRACTOR, or the CONTRACTOR'S employees or agents in the course of their employment.

d. The CONTRACTOR shall be responsible for payment of all applicable federal, state, and county taxes and fees which may become due and owing by the CONTRACTOR by reason of this Contract, including but not limited to (i) income taxes, (ii) employment related fees, assessments, and taxes, and (iii) general excise taxes. The CONTRACTOR also is responsible for obtaining all licenses, permits, and certificates that may be required in order to perform this Contract.

e. The CONTRACTOR shall obtain a general excise tax license from the Department of Taxation, State of Hawaii, in accordance with section 237-9, HRS, and shall comply with all requirements thereof. The CONTRACTOR shall obtain a tax clearance certificate from the Director of Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of the Treasury, showing that all delinquent taxes, if any, levied or accrued under state law and the Internal Revenue Code of 1986, as amended, against the CONTRACTOR have been paid and submit the same to the STATE prior to commencing any performance under this Contract. The CONTRACTOR shall also be solely responsible for meeting all requirements necessary to obtain the tax clearance certificate required for final payment under sections 103-53 and 103D-328, HRS, and paragraph 17 of these General Conditions.

f. The CONTRACTOR is responsible for securing all employee-related insurance coverage for the CONTRACTOR and the CONTRACTOR'S employees and agents that is or may be required by law, and for payment of all premiums, costs, and other liabilities associated with securing the insurance coverage.
g. [bookmark: _bookmark3]The CONTRACTOR shall obtain a certificate of compliance issued by the Department of Labor and Industrial Relations, State of Hawaii, in accordance with section103D-310, HRS, and section 3-122- 112, HAR, that is current within six months of the date of issuance.

h. The CONTRACTOR shall obtain a certificate of good standing issued by the Department of Commerce and Consumer Affairs, State of Hawaii, in accordance with section 103D-310, HRS, and section 3-122-112, HAR, that is current within six months of the date of issuance.

i. In lieu of the above certificates from the Department of Taxation, Labor and Industrial Relations, and Commerce and Consumer Affairs, the CONTRACTOR may submit proof of compliance through the State Procurement Office’s designated certification process.

3. [bookmark: _bookmark4]Personnel Requirements.

a. The CONTRACTOR shall secure, at the CONTRACTOR'S own expense, all personnel required to perform this Contract.

b. The CONTRACTOR shall ensure that the CONTRACTOR'S employees or agents are experienced and fully qualified to engage in the activities and perform the services required under this Contract, and that all applicable licensing and operating requirements imposed or required under federal, state, or county law, and all applicable accreditation and other standards of quality generally accepted in the field of the activities of such employees and agents are complied with and satisfied.

4. [bookmark: _bookmark5]Nondiscrimination. No person performing work under this Contract, including any subcontractor, employee, or agent of the CONTRACTOR, shall engage in any discrimination that is prohibited by any applicable federal, state, or county law.

5. [bookmark: _bookmark6]Conflicts of Interest. The CONTRACTOR represents that neither the CONTRACTOR, nor any employee or agent of the CONTRACTOR, presently has any interest, and promises that no such interest, direct or indirect, shall be acquired, that would or might conflict in any manner or degree with the CONTRACTOR'S performance under this Contract.

6. [bookmark: _bookmark7]Subcontracts and Assignments. The CONTRACTOR shall not assign or subcontract any of the CONTRACTOR'S duties, obligations, or interests under this Contract and no such assignment or subcontract shall be effective unless (i) the CONTRACTOR obtains the prior written consent of the STATE, and (ii) the CONTRACTOR'S assignee or subcontractor submits to the STATE a tax clearance certificate from the Director of Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of Treasury, showing that all delinquent taxes, if any, levied or accrued under state law and the Internal Revenue Code of 1986, as amended, against the CONTRACTOR'S assignee or subcontractor have been paid. Additionally, no assignment by the CONTRACTOR of the CONTRACTOR'S right to compensation under this Contract shall be effective unless and until the assignment is approved by the Comptroller of the State of Hawaii, as provided in section 40-58, HRS.

a. Recognition of a successor in interest. When in the best interest of the State, a successor in interest may be recognized in an assignment contract in which the STATE, the CONTRACTOR and the assignee or transferee (hereinafter referred to as the "Assignee") agree that:

(1) The Assignee assumes all of the CONTRACTOR'S obligations;

(2) The CONTRACTOR remains liable for all obligations under this Contract but waives all rights under this Contract as against the STATE; and

(3) The CONTRACTOR shall continue to furnish, and the Assignee shall also furnish, all required bonds.

b. Change of name. When the CONTRACTOR asks to change the name in which it holds this Contract with the STATE, the procurement officer of the purchasing agency (hereinafter referred to as the "Agency procurement officer") shall, upon receipt of a document acceptable or satisfactory to the
[bookmark: _bookmark8]Agency procurement officer indicating such change of name (for example, an amendment to the CONTRACTOR'S articles of incorporation), enter into an amendment to this Contract with the CONTRACTOR to effect such a change of name. The amendment to this Contract changing the CONTRACTOR'S name shall specifically indicate that no other terms and conditions of this Contract are thereby changed.

c. Reports. All assignment contracts and amendments to this Contract effecting changes of the CONTRACTOR'S name or novations hereunder shall be reported to the chief procurement officer (CPO) as defined in section 103D-203(a), HRS, within thirty days of the date that the assignment contract or amendment becomes effective.

d. Actions affecting more than one purchasing agency. Notwithstanding the provisions of subparagraphs 6a through 6c herein, when the CONTRACTOR holds contracts with more than one purchasing agency of the State, the assignment contracts and the novation and change of name amendments herein authorized shall be processed only through the CPO's office.

7. [bookmark: _bookmark9]Indemnification and Defense. The CONTRACTOR shall defend, indemnify, and hold harmless the State of Hawaii, the contracting agency, and their officers, employees, and agents from and against all liability, loss, damage, cost, and expense, including all attorneys' fees, and all claims, suits, and demands therefore, arising out of or resulting from the acts or omissions of the CONTRACTOR or the CONTRACTOR'S employees, officers, agents, or subcontractors under this Contract. The provisions of this paragraph shall remain in full force and effect notwithstanding the expiration or early termination of this Contract.

8. [bookmark: _bookmark10]Cost of Litigation. In case the STATE shall, without any fault on its part, be made a party to any litigation commenced by or against the CONTRACTOR in connection with this Contract, the CONTRACTOR shall pay all costs and expenses incurred by or imposed on the STATE, including attorneys' fees.

9. [bookmark: _bookmark11]Liquidated Damages. When the CONTRACTOR is given notice of delay or nonperformance as specified in paragraph 13 (Termination for Default) and fails to cure in the time specified, it is agreed the CONTRACTOR shall pay to the STATE the amount, if any, set forth in this Contract per calendar day from the date set for cure until either (i) the STATE reasonably obtains similar goods or services, or both, if the CONTRACTOR is terminated for default, or (ii) until the CONTRACTOR provides the goods or services, or both, if the CONTRACTOR is not terminated for default. To the extent that the CONTRACTOR'S delay or nonperformance is excused under paragraph 13d (Excuse for Nonperformance or Delay Performance), liquidated damages shall not be assessable against the CONTRACTOR. The CONTRACTOR remains liable for damages caused other than by delay.

10. [bookmark: _bookmark12]STATE'S Right of Offset. The STATE may offset against any monies or other obligations the STATE owes to the CONTRACTOR under this Contract, any amounts owed to the State of Hawaii by the CONTRACTOR under this Contract or any other contracts, or pursuant to any law or other obligation owed to the State of Hawaii by the CONTRACTOR, including, without limitation, the payment of any taxes or levies of any kind or nature. The STATE will notify the CONTRACTOR in writing of any offset and the nature of such offset. For purposes of this paragraph, amounts owed to the State of Hawaii shall not include debts or obligations which have been liquidated, agreed to by the CONTRACTOR, and are covered by an installment payment or other settlement plan approved by the State of Hawaii, provided, however, that the CONTRACTOR shall be entitled to such exclusion only to the extent that the CONTRACTOR is current with, and not delinquent on, any payments or obligations owed to the State of Hawaii under such payment or other settlement plan.

11. [bookmark: _bookmark13]Disputes. Disputes shall be resolved in accordance with section 103D-703, HRS, and chapter 3-126, Hawaii Administrative Rules ("HAR"), as the same may be amended from time to time.

12. [bookmark: _bookmark14]Suspension of Contract. The STATE reserves the right at any time and for any reason to suspend this Contract for any reasonable period, upon written notice to the CONTRACTOR in accordance with the provisions herein.

a. Order to stop performance. The Agency procurement officer may, by written order to the CONTRACTOR, at any time, and without notice to any surety, require the CONTRACTOR to stop all or any part of the performance called for by this Contract.  This order shall be for a specified
[bookmark: _bookmark15]period not exceeding sixty (60) days after the order is delivered to the CONTRACTOR, unless the parties agree to any further period. Any such order shall be identified specifically as a stop performance order issued pursuant to this section. Stop performance orders shall include, as appropriate: (1) A clear description of the work to be suspended; (2) Instructions as to the issuance of further orders by the CONTRACTOR for material or services; (3) Guidance as to action to be taken on subcontracts; and (4) Other instructions and suggestions to the CONTRACTOR for minimizing costs. Upon receipt of such an order, the CONTRACTOR shall forthwith comply with its terms and suspend all performance under this Contract at the time stated, provided, however, the CONTRACTOR shall take all reasonable steps to minimize the occurrence of costs allocable to the performance covered by the order during the period of performance stoppage. Before the stop performance order expires, or within any further period to which the parties shall have agreed, the Agency procurement officer shall either:

(1) Cancel the stop performance order; or

(2) Terminate the performance covered by such order as provided in the termination for default provision or the termination for convenience provision of this Contract.

b. Cancellation or expiration of the order. If a stop performance order issued under this section is cancelled at any time during the period specified in the order, or if the period of the order or any extension thereof expires, the CONTRACTOR shall have the right to resume performance. An appropriate adjustment shall be made in the delivery schedule or contract price, or both, and the Contract shall be modified in writing accordingly, if:

(1) The stop performance order results in an increase in the time required for, or in the CONTRACTOR'S cost properly allocable to, the performance of any part of this Contract; and

(2) The CONTRACTOR asserts a claim for such an adjustment within thirty (30) days after the end of the period of performance stoppage; provided that, if the Agency procurement officer decides that the facts justify such action, any such claim asserted may be received and acted upon at any time prior to final payment under this Contract.

c. Termination of stopped performance. If a stop performance order is not cancelled and the performance covered by such order is terminated for default or convenience, the reasonable costs resulting from the stop performance order shall be allowable by adjustment or otherwise.

d. Adjustment of price. Any adjustment in contract price made pursuant to this paragraph shall be determined in accordance with the price adjustment provision of this Contract.

13. [bookmark: _bookmark16]Termination for Default.

a. Default. If the CONTRACTOR refuses or fails to perform any of the provisions of this Contract with such diligence as will ensure its completion within the time specified in this Contract, or any extension thereof, otherwise fails to timely satisfy the Contract provisions, or commits any other substantial breach of this Contract, the Agency procurement officer may notify the CONTRACTOR in writing of the delay or non-performance and if not cured in ten (10) days or any longer time specified in writing by the Agency procurement officer, such officer may terminate the CONTRACTOR'S right to proceed with the Contract or such part of the Contract as to which there has been delay or a failure to properly perform. In the event of termination in whole or in part, the Agency procurement officer may procure similar goods or services in a manner and upon the terms deemed appropriate by the Agency procurement officer. The CONTRACTOR shall continue performance of the Contract to the extent it is not terminated and shall be liable for excess costs incurred in procuring similar goods or services.

b. CONTRACTOR'S duties. Notwithstanding termination of the Contract and subject to any directions from the Agency procurement officer, the CONTRACTOR shall take timely, reasonable, and
[bookmark: _bookmark17]necessary action to protect and preserve property in the possession of the CONTRACTOR in which the STATE has an interest.

c. Compensation. Payment for completed goods and services delivered and accepted by the STATE shall be at the price set forth in the Contract. Payment for the protection and preservation of property shall be in an amount agreed upon by the CONTRACTOR and the Agency procurement officer. If the parties fail to agree, the Agency procurement officer shall set an amount subject to the CONTRACTOR'S rights under chapter 3-126, HAR. The STATE may withhold from amounts due the CONTRACTOR such sums as the Agency procurement officer deems to be necessary to protect the STATE against loss because of outstanding liens or claims and to reimburse the STATE for the excess costs expected to be incurred by the STATE in procuring similar goods and services.

d. Excuse for nonperformance or delayed performance. The CONTRACTOR shall not be in default by reason of any failure in performance of this Contract in accordance with its terms, including any failure by the CONTRACTOR to make progress in the prosecution of the performance hereunder which endangers such performance, if the CONTRACTOR has notified the Agency procurement officer within fifteen (15) days after the cause of the delay and the failure arises out of causes such as: acts of God; acts of a public enemy; acts of the State and any other governmental body in its sovereign or contractual capacity; fires; floods; epidemics; quarantine restrictions; strikes or other labor disputes; freight embargoes; or unusually severe weather. If the failure to perform is caused by the failure of a subcontractor to perform or to make progress, and if such failure arises out of causes similar to those set forth above, the CONTRACTOR shall not be deemed to be in default, unless the goods and services to be furnished by the subcontractor were reasonably obtainable from other sources in sufficient time to permit the CONTRACTOR to meet the requirements of the Contract. Upon request of the CONTRACTOR, the Agency procurement officer shall ascertain the facts and extent of such failure, and, if such officer determines that any failure to perform was occasioned by any one or more of the excusable causes, and that, but for the excusable cause, the CONTRACTOR'S progress and performance would have met the terms of the Contract, the delivery schedule shall be revised accordingly, subject to the rights of the STATE under this Contract. As used in this paragraph, the term "subcontractor" means subcontractor at any tier.

e. Erroneous termination for default. If, after notice of termination of the CONTRACTOR'S right to proceed under this paragraph, it is determined for any reason that the CONTRACTOR was not in default under this paragraph, or that the delay was excusable under the provisions of subparagraph 13d, "Excuse for nonperformance or delayed performance," the rights and obligations of the parties shall be the same as if the notice of termination had been issued pursuant to  paragraph 14.

f. Additional rights and remedies. The rights and remedies provided in this paragraph are in addition to any other rights and remedies provided by law or under this Contract.

14. [bookmark: _bookmark18]Termination for Convenience.

a. Termination. The Agency procurement officer may, when the interests of the STATE so require, terminate this Contract in whole or in part, for the convenience of the STATE. The Agency procurement officer shall give written notice of the termination to the CONTRACTOR specifying the part of the Contract terminated and when termination becomes effective.

b. CONTRACTOR'S obligations. The CONTRACTOR shall incur no further obligations in connection with the terminated performance and on the date(s) set in the notice of termination the CONTRACTOR will stop performance to the extent specified. The CONTRACTOR shall also terminate outstanding orders and subcontracts as they relate to the terminated performance. The CONTRACTOR shall settle the liabilities and claims arising out of the termination of subcontracts and orders connected with the terminated performance subject to the STATE'S approval. The Agency procurement officer may direct the CONTRACTOR to assign the CONTRACTOR'S right, title, and interest under terminated orders or subcontracts to the STATE. The CONTRACTOR must still complete the performance not terminated by the notice of termination and may incur obligations as necessary to do so.
c. Right to goods and work product. The Agency procurement officer may require the CONTRACTOR to transfer title and deliver to the STATE in the manner and to the extent directed by the Agency procurement officer:

(1) Any completed goods or work product; and

(2) The partially completed goods and materials, parts, tools, dies, jigs, fixtures, plans, drawings, information, and contract rights (hereinafter called "manufacturing material") as the CONTRACTOR has specifically produced or specially acquired for the performance of the terminated part of this Contract.

The CONTRACTOR shall, upon direction of the Agency procurement officer, protect and preserve property in the possession of the CONTRACTOR in which the STATE has an interest. If the Agency procurement officer does not exercise this right, the CONTRACTOR shall use best efforts to sell such goods and manufacturing materials. Use of this paragraph in no way implies that the STATE has breached the Contract by exercise of the termination for convenience provision.

d. Compensation.

(1) The CONTRACTOR shall submit a termination claim specifying the amounts due because of the termination for convenience together with the cost or pricing data, submitted to the extent required by chapter 3-122, HAR, bearing on such claim. If the CONTRACTOR fails to file a termination claim within one year from the effective date of termination, the Agency procurement officer may pay the CONTRACTOR, if at all, an amount set in accordance with subparagraph 14d(3) below.

(2) The Agency procurement officer and the CONTRACTOR may agree to a settlement provided the CONTRACTOR has filed a termination claim supported by cost or pricing data submitted as required and that the settlement does not exceed the total Contract price plus settlement costs reduced by payments previously made by the STATE, the proceeds of any sales of goods and manufacturing materials under subparagraph 14c, and the Contract price of the performance not terminated.

(3) Absent complete agreement under subparagraph 14d(2) the Agency procurement officer shall pay the CONTRACTOR the following amounts, provided payments agreed to under subparagraph 14d(2) shall not duplicate payments under this subparagraph for the following:

(A) Contract prices for goods or services accepted under the Contract;

(B) Costs incurred in preparing to perform and performing the terminated portion of the performance plus a fair and reasonable profit on such portion of the performance, such profit shall not include anticipatory profit or consequential damages, less amounts paid or to be paid for accepted goods or services; provided, however, that if it appears that the CONTRACTOR would have sustained a loss if the entire Contract would have been completed, no profit shall be allowed or included and the amount of compensation shall be reduced to reflect the anticipated rate of loss;

(C) Costs of settling and paying claims arising out of the termination of subcontracts or orders pursuant to subparagraph 14b. These costs must not include costs paid in accordance with subparagraph 14d(3)(B);

(D) The reasonable settlement costs of the CONTRACTOR, including accounting, legal, clerical, and other expenses reasonably necessary for the preparation of settlement claims and supporting data with respect to the terminated portion of the Contract and for the termination of subcontracts thereunder, together with reasonable storage, transportation, and other costs incurred in connection with the protection or disposition of property allocable to the terminated portion of this Contract. The total sum to be paid the CONTRACTOR under this subparagraph shall not exceed  the
[bookmark: _bookmark19]total Contract price plus the reasonable settlement costs of the CONTRACTOR reduced by the amount of payments otherwise made, the proceeds of any sales of supplies and manufacturing materials under subparagraph 14d(2), and the contract price of performance not terminated.

(4) Costs claimed, agreed to, or established under subparagraphs 14d(2) and 14d(3) shall be in accordance with Chapter 3-123 (Cost Principles) of the Procurement Rules.

15. [bookmark: _bookmark20]Claims Based on the Agency Procurement Officer's Actions or Omissions.

a. Changes in scope. If any action or omission on the part of the Agency procurement officer (which term includes the designee of such officer for purposes of this paragraph 15) requiring performance changes within the scope of the Contract constitutes the basis for a claim by the CONTRACTOR for additional compensation, damages, or an extension of time for completion, the CONTRACTOR shall continue with performance of the Contract in compliance with the directions or orders of such officials, but by so doing, the CONTRACTOR shall not be deemed to have prejudiced any claim for additional compensation, damages, or an extension of time for completion; provided:

(1) Written notice required. The CONTRACTOR shall give written notice to the Agency procurement officer:

(A) Prior to the commencement of the performance involved, if at that time the CONTRACTOR knows of the occurrence of such action or omission;

(B) Within thirty (30) days after the CONTRACTOR knows of the occurrence of such action or omission, if the CONTRACTOR did not have such knowledge prior to the commencement of the performance; or

(C) Within such further time as may be allowed by the Agency procurement officer in writing.

(2) Notice content. This notice shall state that the CONTRACTOR regards the act or omission as a reason which may entitle the CONTRACTOR to additional compensation, damages, or an extension of time. The Agency procurement officer, upon receipt of such notice, may rescind such action, remedy such omission, or take such other steps as may be deemed advisable in the discretion of the Agency procurement officer;

(3) Basis must be explained. The notice required by subparagraph 15a(1) describes as clearly as practicable at the time the reasons why the CONTRACTOR believes that additional compensation, damages, or an extension of time may be remedies to which the CONTRACTOR is entitled; and

(4) Claim must be justified. The CONTRACTOR must maintain and, upon request, make available to the Agency procurement officer within a reasonable time, detailed records to the extent practicable, and other documentation and evidence satisfactory to the STATE, justifying the claimed additional costs or an extension of time in connection with such changes.

b. CONTRACTOR not excused. Nothing herein contained, however, shall excuse the CONTRACTOR from compliance with any rules or laws precluding any state officers and CONTRACTOR from acting in collusion or bad faith in issuing or performing change orders which are clearly not within the scope of the Contract.

c. Price adjustment. Any adjustment in the price made pursuant to this paragraph shall be determined in accordance with the price adjustment provision of this Contract.

16. [bookmark: _bookmark21]Costs and Expenses. Any reimbursement due the CONTRACTOR for per diem and transportation expenses under this Contract shall be subject to chapter 3-123 (Cost Principles), HAR, and the following guidelines:
a. [bookmark: _bookmark22]Reimbursement for air transportation shall be for actual cost or coach class air fare, whichever is less.

b. Reimbursement for ground transportation costs shall not exceed the actual cost of renting an intermediate-sized vehicle.

c. Unless prior written approval of the HOPA is obtained, reimbursement for subsistence allowance (i.e., hotel and meals, etc.) shall not exceed the applicable daily authorized rates for inter-island or out-of-state travel that are set forth in the current Governor's Executive Order authorizing adjustments in salaries and benefits for state officers and employees in the executive branch who are excluded from collective bargaining coverage.

17. [bookmark: _bookmark23]Payment Procedures; Final Payment; Tax Clearance.

a. Original invoices required. All payments under this Contract shall be made only upon submission by the CONTRACTOR of original invoices specifying the amount due and certifying that services requested under the Contract have been performed by the CONTRACTOR according to the Contract.

b. Subject to available funds. Such payments are subject to availability of funds and allotment by the Director of Finance in accordance with chapter 37, HRS. Further, all payments shall be made in accordance with and subject to chapter 40, HRS.

c. Prompt payment.

(1) Any money, other than retainage, paid to the CONTRACTOR shall be disbursed to subcontractors within ten (10) days after receipt of the money in accordance with the terms of the subcontract; provided that the subcontractor has met all the terms and conditions of the subcontract and there are no bona fide disputes; and

(2) Upon final payment to the CONTRACTOR, full payment to the subcontractor, including retainage, shall be made within ten (10) days after receipt of the money; provided that there are no bona fide disputes over the subcontractor's performance under the subcontract.

d. Final payment. Final payment under this Contract shall be subject to sections 103-53 and 103D-328, HRS, which require a tax clearance from the Director of Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of Treasury, showing that all delinquent taxes, if any, levied or accrued under state law and the Internal Revenue Code of 1986, as amended, against the CONTRACTOR have been paid. Further, in accordance with section 3-122-112, HAR, CONTRACTOR shall provide a certificate affirming that the CONTRACTOR has remained in compliance with all applicable laws as required by this section.

18. [bookmark: _bookmark24]Federal Funds. If this Contract is payable in whole or in part from federal funds, CONTRACTOR agrees that, as to the portion of the compensation under this Contract to be payable from federal funds, the CONTRACTOR shall be paid only from such funds received from the federal government, and shall not be paid from any other funds. Failure of the STATE to receive anticipated federal funds shall not be considered a breach by the STATE or an excuse for nonperformance by the CONTRACTOR.

19. [bookmark: _bookmark25]Modifications of Contract.

a. In writing. Any modification, alteration, amendment, change, or extension of any term, provision, or condition of this Contract permitted by this Contract shall be made by written amendment to this Contract, signed by the CONTRACTOR and the STATE, provided that change orders shall be made in accordance with paragraph 20 herein.

b. No oral modification. No oral modification, alteration, amendment, change, or extension of any term, provision, or condition of this Contract shall be permitted.
c. [bookmark: _bookmark26]Agency procurement officer. By written order, at any time, and without notice to any surety, the Agency procurement officer may unilaterally order of the CONTRACTOR:

(A) Changes in the work within the scope of the Contract; and

(B) Changes in the time of performance of the Contract that do not alter the scope of the Contract work.

d. Adjustments of price or time for performance. If any modification increases or decreases the CONTRACTOR'S cost of, or the time required for, performance of any part of the work under this Contract, an adjustment shall be made and this Contract modified in writing accordingly. Any adjustment in contract price made pursuant to this clause shall be determined, where applicable, in accordance with the price adjustment clause of this Contract or as negotiated.

e. Claim barred after final payment. No claim by the CONTRACTOR for an adjustment hereunder shall be allowed if written modification of the Contract is not made prior to final payment under this Contract.

f. Claims not barred. In the absence of a written contract modification, nothing in this clause shall be deemed to restrict the CONTRACTOR'S right to pursue a claim under this Contract or for a breach of contract.

g. Head of the purchasing agency approval. If this is a professional services contract awarded pursuant to section 103D-303 or 103D-304, HRS, any modification, alteration, amendment, change, or extension of any term, provision, or condition of this Contract which increases the amount payable to the CONTRACTOR by at least $25,000.00 and ten per cent (10%) or more of the initial contract price, must receive the prior approval of the head of the purchasing agency.

h. Tax clearance. The STATE may, at its discretion, require the CONTRACTOR to submit to the STATE, prior to the STATE'S approval of any modification, alteration, amendment, change, or extension of any term, provision, or condition of this Contract, a tax clearance from the Director of Taxation, State of Hawaii, and the Internal Revenue Service, U.S. Department of Treasury, showing that all delinquent taxes, if any, levied or accrued under state law and the Internal Revenue Code of 1986, as amended, against the CONTRACTOR have been paid.

i. Sole source contracts. Amendments to sole source contracts that would change the original scope of the Contract may only be made with the approval of the CPO. Annual renewal of a sole source contract for services should not be submitted as an amendment.

20. [bookmark: _bookmark27]Change Order. The Agency procurement officer may, by a written order signed only by the STATE, at any time, and without notice to any surety, and subject to all appropriate adjustments, make changes within the general scope of this Contract in any one or more of the following:

(1) Drawings, designs, or specifications, if the goods or services to be furnished are to be specially provided to the STATE in accordance therewith;

(2) Method of delivery; or

(3) Place of delivery.

a. Adjustments of price or time for performance. If any change order increases or decreases the CONTRACTOR'S cost of, or the time required for, performance of any part of the work under this Contract, whether or not changed by the order, an adjustment shall be made and the Contract modified in writing accordingly. Any adjustment in the Contract price made pursuant to this provision shall be determined in accordance with the price adjustment provision of this Contract. Failure of the parties to agree to an adjustment shall not excuse the CONTRACTOR from proceeding with the Contract as changed, provided that the Agency procurement officer promptly and duly makes the provisional adjustments in payment or time for performance as may be reasonable.  By
[bookmark: _bookmark28]proceeding with the work, the CONTRACTOR shall not be deemed to have prejudiced any claim for additional compensation, or any extension of time for completion.

b. Time period for claim. Within ten (10) days after receipt of a written change order under subparagraph 20a, unless the period is extended by the Agency procurement officer in writing, the CONTRACTOR shall respond with a claim for an adjustment. The requirement for a timely written response by CONTRACTOR cannot be waived and shall be a condition precedent to the assertion of a claim.

c. Claim barred after final payment. No claim by the CONTRACTOR for an adjustment hereunder shall be allowed if a written response is not given prior to final payment under this Contract.

d. Other claims not barred. In the absence of a change order, nothing in this paragraph 20 shall be deemed to restrict the CONTRACTOR'S right to pursue a claim under the Contract or for breach of contract.

21. [bookmark: _bookmark29]Price Adjustment.

a. Price adjustment. Any adjustment in the contract price pursuant to a provision in this Contract shall be made in one or more of the following ways:

(1) By agreement on a fixed price adjustment before commencement of the pertinent performance or as soon thereafter as practicable;

(2) By unit prices specified in the Contract or subsequently agreed upon;

(3) By the costs attributable to the event or situation covered by the provision, plus appropriate profit or fee, all as specified in the Contract or subsequently agreed upon;

(4) In such other manner as the parties may mutually agree; or

(5) In the absence of agreement between the parties, by a unilateral determination by the Agency procurement officer of the costs attributable to the event or situation covered by the provision, plus appropriate profit or fee, all as computed by the Agency procurement officer in accordance with generally accepted accounting principles and applicable sections of chapters 3-123 and 3-126, HAR.

b. Submission of cost or pricing data. The CONTRACTOR shall provide cost or pricing data for any price adjustments subject to the provisions of chapter 3-122, HAR.

22. [bookmark: _bookmark30]Variation in Quantity for Definite Quantity Contracts. Upon the agreement of the STATE and the CONTRACTOR, the quantity of goods or services, or both, if a definite quantity is specified in this Contract, may be increased by a maximum of ten per cent (10%); provided the unit prices will remain the same except for any price adjustments otherwise applicable; and the Agency procurement officer makes a written determination that such an increase will either be more economical than awarding another contract or that it would not be practical to award another contract.

23. [bookmark: _bookmark31]Changes in Cost-Reimbursement Contract. If this Contract is a cost-reimbursement contract, the following provisions shall apply:

a. The Agency procurement officer may at any time by written order, and without notice to the sureties, if any, make changes within the general scope of the Contract in any one or more of the following:

(1) Description of performance (Attachment 1);

(2) Time of performance (i.e., hours of the day, days of the week, etc.);

(3) Place of performance of services;
(4) [bookmark: _bookmark32]Drawings, designs, or specifications when the supplies to be furnished are to be specially manufactured for the STATE in accordance with the drawings, designs, or specifications;

(5) Method of shipment or packing of supplies; or

(6) Place of delivery.

b. If any change causes an increase or decrease in the estimated cost of, or the time required for performance of, any part of the performance under this Contract, whether or not changed by the order, or otherwise affects any other terms and conditions of this Contract, the Agency procurement officer shall make an equitable adjustment in the (1) estimated cost, delivery or completion schedule, or both; (2) amount of any fixed fee; and (3) other affected terms and shall modify the Contract accordingly.

c. The CONTRACTOR must assert the CONTRACTOR'S rights to an adjustment under this provision within thirty (30) days from the day of receipt of the written order. However, if the Agency procurement officer decides that the facts justify it, the Agency procurement officer may receive and act upon a proposal submitted before final payment under the Contract.

d. Failure to agree to any adjustment shall be a dispute under paragraph 11 of this Contract. However, nothing in this provision shall excuse the CONTRACTOR from proceeding with the Contract as changed.

e. Notwithstanding the terms and conditions of subparagraphs 23a and 23b, the estimated cost of this Contract and, if this Contract is incrementally funded, the funds allotted for the performance of this Contract, shall not be increased or considered to be increased except by specific written modification of the Contract indicating the new contract estimated cost and, if this contract is incrementally funded, the new amount allotted to the contract.

24. [bookmark: _bookmark33]Confidentiality of Material.

a. All material given to or made available to the CONTRACTOR by virtue of this Contract, which is identified as proprietary or confidential information, will be safeguarded by the CONTRACTOR and shall not be disclosed to any individual or organization without the prior written approval of the STATE.

b. All information, data, or other material provided by the CONTRACTOR to the STATE shall be subject to the Uniform Information Practices Act, chapter 92F, HRS.

25. [bookmark: _bookmark34]Publicity. The CONTRACTOR shall not refer to the STATE, or any office, agency, or officer thereof, or any state employee, including the HOPA, the CPO, the Agency procurement officer, or to the services or goods, or both, provided under this Contract, in any of the CONTRACTOR'S brochures, advertisements, or other publicity of the CONTRACTOR. All media contacts with the CONTRACTOR about the subject matter of this Contract shall be referred to the Agency procurement officer.

26. [bookmark: _bookmark35]Ownership Rights and Copyright. The STATE shall have complete ownership of all material, both finished and unfinished, which is developed, prepared, assembled, or conceived by the CONTRACTOR pursuant to this Contract, and all such material shall be considered "works made for hire." All such material shall be delivered to the STATE upon expiration or termination of this Contract. The STATE, in its sole discretion, shall have the exclusive right to copyright any product, concept, or material developed, prepared, assembled, or conceived by the CONTRACTOR pursuant to this Contract.

27. [bookmark: _bookmark36]Liens and Warranties. Goods provided under this Contract shall be provided free of all liens and provided together with all applicable warranties, or with the warranties described in the Contract documents, whichever are greater.

28. [bookmark: _bookmark37][bookmark: _bookmark38]Audit of Books and Records of the CONTRACTOR. The STATE may, at reasonable times and places, audit the books and records of the CONTRACTOR, prospective contractor, subcontractor, or prospective subcontractor which are related to:

a. The cost or pricing data, and

b. A state contract, including subcontracts, other than a firm fixed-price contract.

29. [bookmark: _bookmark39]Cost or Pricing Data. Cost or pricing data must be submitted to the Agency procurement officer and timely certified as accurate for contracts over $100,000 unless the contract is for a multiple-term or as otherwise specified by the Agency procurement officer. Unless otherwise required by the Agency procurement officer, cost or pricing data submission is not required for contracts awarded pursuant to competitive sealed bid procedures.

If certified cost or pricing data are subsequently found to have been inaccurate, incomplete, or noncurrent as of the date stated in the certificate, the STATE is entitled to an adjustment of the contract price, including profit or fee, to exclude any significant sum by which the price, including profit or fee, was increased because of the defective data. It is presumed that overstated cost or pricing data increased the contract price in the amount of the defect plus related overhead and profit or fee. Therefore, unless there is a clear indication that the defective data was not used or relied upon, the price will be reduced in such amount.

30. [bookmark: _bookmark40]Audit of Cost or Pricing Data. When cost or pricing principles are applicable, the STATE may require an audit of cost or pricing data.

31. [bookmark: _bookmark41]Records Retention.

(1) Upon any termination of this Contract or as otherwise required by applicable law, CONTRACTOR shall, pursuant to chapter 487R, HRS, destroy all copies (paper or electronic form) of personal information received from the STATE.

(2) The CONTRACTOR and any subcontractors shall maintain the files, books, and records that relate to the Contract, including any personal information created or received by the CONTRACTOR on behalf of the STATE, and any cost or pricing data, for at least three (3) years after the date of final payment under the Contract. The personal information shall continue to be confidential and shall only be disclosed as permitted or required by law. After the three (3) year, or longer retention period as required by law has ended, the files, books, and records that contain personal information shall be destroyed pursuant to chapter 487R, HRS or returned to the STATE at the request of the STATE.

32. [bookmark: _bookmark42]Antitrust Claims. The STATE and the CONTRACTOR recognize that in actual economic practice, overcharges resulting from antitrust violations are in fact usually borne by the purchaser. Therefore, the CONTRACTOR hereby assigns to STATE any and all claims for overcharges as to goods and materials purchased in connection with this Contract, except as to overcharges which result from violations commencing after the price is established under this Contract and which are not passed on to the STATE under an escalation clause.

33. [bookmark: _bookmark43]Patented Articles. The CONTRACTOR shall defend, indemnify, and hold harmless the STATE, and its officers, employees, and agents from and against all liability, loss, damage, cost, and expense, including all attorneys fees, and all claims, suits, and demands arising out of or resulting from any claims, demands, or actions by the patent holder for infringement or other improper or unauthorized use of any patented article, patented process, or patented appliance in connection with this Contract. The CONTRACTOR shall be solely responsible for correcting or curing to the satisfaction of the STATE any such infringement or improper or unauthorized use, including, without limitation: (a) furnishing at no cost to the STATE a substitute article, process, or appliance acceptable to the STATE, (b) paying royalties or other required payments to the patent holder, (c) obtaining proper authorizations or releases from the patent holder, and (d) furnishing such security to or making such arrangements with the patent holder as may be necessary to correct or cure any such infringement or improper or unauthorized use.
34. [bookmark: _bookmark44][bookmark: _bookmark45]Governing Law. The validity of this Contract and any of its terms or provisions, as well as the rights and duties of the parties to this Contract, shall be governed by the laws of the State of Hawaii. Any action at law or in equity to enforce or interpret the provisions of this Contract shall be brought in a state court of competent jurisdiction in Honolulu, Hawaii.

35. [bookmark: _bookmark46]Compliance with Laws. The CONTRACTOR shall comply with all federal, state, and county laws, ordinances, codes, rules, and regulations, as the same may be amended from time to time, that in any way affect the CONTRACTOR'S performance of this Contract.

36. [bookmark: _bookmark47]Conflict Between General Conditions and Procurement Rules. In the event of a conflict between the General Conditions and the procurement rules, the procurement rules in effect on the date this Contract became effective shall control and are hereby incorporated by reference.

37. [bookmark: _bookmark48]Entire Contract. This Contract sets forth all of the agreements, conditions, understandings, promises, warranties, and representations between the STATE and the CONTRACTOR relative to this Contract. This Contract supersedes all prior agreements, conditions, understandings, promises, warranties, and representations, which shall have no further force or effect. There are no agreements, conditions, understandings, promises, warranties, or representations, oral or written, express or implied, between the STATE and the CONTRACTOR other than as set forth or as referred to herein.

38. [bookmark: _bookmark49]Severability. In the event that any provision of this Contract is declared invalid or unenforceable by a court, such invalidity or unenforceability shall not affect the validity or enforceability of the remaining terms of this Contract.

39. [bookmark: _bookmark50]Waiver. The failure of the STATE to insist upon the strict compliance with any term, provision, or condition of this Contract shall not constitute or be deemed to constitute a waiver or relinquishment of the STATE'S right to enforce the same in accordance with this Contract. The fact that the STATE specifically refers to one provision of the procurement rules or one section of the Hawaii Revised Statutes, and does not include other provisions or statutory sections in this Contract shall not constitute a waiver or relinquishment of the STATE'S rights or the CONTRACTOR'S obligations under the procurement rules or statutes.

40. [bookmark: _bookmark51]Pollution Control.  If during the performance of this Contract, the CONTRACTOR encounters a "release" or a "threatened release" of a reportable quantity of a "hazardous substance," "pollutant," or "contaminant" as those terms are defined in section 128D-1, HRS, the CONTRACTOR shall immediately notify the STATE and all other appropriate state, county, or federal agencies as required by law. The Contractor shall take all necessary actions, including stopping work, to avoid causing, contributing to, or making worse a release of a hazardous substance, pollutant, or contaminant, and shall promptly obey any orders the Environmental Protection Agency or the state Department of Health issues in response to the release. In the event there is an ensuing cease-work period, and the STATE determines that this Contract requires an adjustment of the time for performance, the Contract shall be modified in writing accordingly.

41. [bookmark: _bookmark52]Campaign Contributions. The CONTRACTOR is hereby notified of the applicability of 11-355, HRS, which states that campaign contributions are prohibited from specified state or county government contractors during the terms of their contracts if the contractors are paid with funds appropriated by a legislative body.

42. Confidentiality of Personal Information.

a. Definitions.

"Personal information" means an individual's first name or first initial and last name in combination with any one or more of the following data elements, when either name or data elements are not encrypted:

(1) Social security number;

(2) Driver's license number or Hawaii identification card number; or
(3) Account number, credit or debit card number, access code, or password that would permit access to an individual's financial information.

Personal information does not include publicly available information that is lawfully made available to the general public from federal, state, or local government records.

"Technological safeguards" means the technology and the policy and procedures for use of the technology to protect and control access to personal information.

b. Confidentiality of Material.

(1) All material given to or made available to the CONTRACTOR by the STATE by virtue of this Contract which is identified as personal information, shall be safeguarded by the CONTRACTOR and shall not be disclosed without the prior written approval of the STATE.

(2) CONTRACTOR agrees not to retain, use, or disclose personal information for any purpose other than as permitted or required by this Contract.

(3) CONTRACTOR agrees to implement appropriate "technological safeguards" that are acceptable to the STATE to reduce the risk of unauthorized access to personal information.

(4) CONTRACTOR shall report to the STATE in a prompt and complete manner any security breaches involving personal information.

(5) CONTRACTOR agrees to mitigate, to the extent practicable, any harmful effect that is known to CONTRACTOR because of a use or disclosure of personal information by CONTRACTOR in violation of the requirements of this paragraph.

(6) CONTRACTOR shall complete and retain a log of all disclosures made of personal information received from the STATE, or personal information created or received by CONTRACTOR on behalf of the STATE.

c. Security Awareness Training and Confidentiality Agreements.

(1) CONTRACTOR certifies that all of its employees who will have access to the personal information have completed training on security awareness topics relating to protecting personal information.

(2) CONTRACTOR certifies that confidentiality agreements have been signed by all of its employees who will have access to the personal information acknowledging that:

(A) The personal information collected, used, or maintained by the CONTRACTOR will be treated as confidential;

(B) Access to the personal information will be allowed only as necessary to perform the Contract; and

(C) Use of the personal information will be restricted to uses consistent with the services subject to this Contract.

d. Termination for Cause. In addition to any other remedies provided for by this Contract, if the STATE learns of a material breach by CONTRACTOR of this paragraph by CONTRACTOR, the STATE may at its sole discretion:
(1) Provide an opportunity for the CONTRACTOR to cure the breach or end the violation; or

(2) Immediately terminate this Contract.

In either instance, the CONTRACTOR and the STATE shall follow chapter 487N, HRS, with respect to notification of a security breach of personal information.

e. Records Retention.

(1) Upon any termination of this Contract or as otherwise required by applicable law, CONTRACTOR shall, pursuant to chapter 487R, HRS, destroy all copies (paper or electronic form) of personal information received from the STATE.

(2) The CONTRACTOR and any subcontractors shall maintain the files, books, and records that relate to the Contract, including any personal information created or received by the CONTRACTOR on behalf of the STATE, and any cost or pricing data, for at least three
(3) years after the date of final payment under the Contract. The personal information shall continue to be confidential and shall only be disclosed as permitted or required by law. After the three (3) year, or longer retention period as required by law has ended, the files, books, and records that contain personal information shall be destroyed pursuant to chapter 487R, HRS or returned to the STATE at the request of the STATE.

ILLINOIS
STATE OF ILLINOIS
NASPO ValuePoint Software VAR Specific Terms and Conditions


1. Participating Addendum executed by the State of Illinois will be designated as available to governmental units in Illinois. “Governmental unit” means State of Illinois, any State agency as defined in Section 1-15.100 of the Illinois Procurement Code (30 ILCS 500/), officers of the State of Illinois, any public authority which has the power to tax, or any other public entity created by statute.  30ILCS 525/.
2. In no event will the total term of any Participating Addendum, including the initial term and any extensions or amendments, exceed ten (10) years.
3. This contract and all related public records maintained by, provided to, or required to be provided to the State are subject to the Illinois Freedom of Information Act notwithstanding any provision to the contrary that may be found in this contract.  5 ILCS 140.
4. Any Participating Addendum executed by the State of Illinois is contingent upon and subject to the availability of funds.  The State of Illinois, at its sole option, may terminate or suspend any Participating Addendum, in whole or in part, without penalty or further payment being required, if (1) the Illinois General Assembly or the Federal funding source fails to make an appropriation sufficient to pay such obligation, or if funds needed are insufficient for any reason (30 ILCS 500/20-60), (2) the Governor of Illinois decreases the Agency’s funding by
reserving some or all of the Agency’s appropriation(s) pursuant to power delegated to the Governor by the Illinois General Assembly, that a reduction is necessary or advisable based upon actual or projected budgetary considerations.  Vendor will be notified in writing of the failure of appropriation or of a reduction or decrease.
5. Any claim against any State of Illinois, any State of Illinois agency as defined in Section 1-15.100 of the Illinois Procurement Code (30 ILCS 500/), or officers of the State of Illinois arising out of any Participating Addendum must be filed exclusively with the Illinois Court of Claims. 705 ILCS 505/1. Payments, including late payment charges, will be paid in accordance with the State Prompt Payment Act and rules when applicable. 30 ILCS 540; 74 Ill. Adm. Code 900.  This shall be Vendor’s sole remedy for late payments by the State of Illinois. Payment
terms contained in Vendor’s invoices shall have no force or effect. The State of Illinois shall not enter into binding arbitration to resolve any dispute arising out of any Participating Addendum. The State of Illinois does not waive sovereign immunity.
6. Illinois may further evaluate the lead state’s awarded contracts to make best value determinations.
7. Registration in the Illinois Procurement Gateway is required before a Participating Addendum with the State of Illinois may be executed.  For information on registration, please visit www.ipg.vendorreg.com.
8. Registration in BidBuy is required before a contract with the State of Illinois can be executed. For information on registration, please see the BidBuy Vendor Registration Manual.






State of Illinois Chief Procurement Office General Services
Unified Procurement Program (UPP)	1
NASPO ValuePoint Software VAR Terms and Conditions V.18.3
NEW MEXICO
1. Taxes:
The Contractor shall be reimbursed by the Procuring Agency for applicable New Mexico gross receipts taxes, excluding interest or penalties assessed on the Contractor by any authority.  PLEASE NOTE NO PROPERTY TAX WILL BE PAID TO THE CONTRACTOR BY THE STATE. The payment of taxes for any money received under this Agreement shall be the Contractor's sole responsibility and should be reported under the Contractor's Federal and State tax identification number(s).

Contractor and any and all subcontractors shall pay all Federal, state and local taxes applicable to its operation and any persons employed by the Contractor.  Contractor shall require all subcontractors to hold the Procuring Agency harmless from any responsibility for taxes, damages and interest, if applicable, contributions required under Federal and/or state and local laws and regulations and any other costs, including transaction privilege taxes, unemployment compensation insurance, Social Security and Worker’s Compensation. 

D.        Retainage.  
Reserved 

E.         Performance Bond.  
Reserved 

2. Term:

THIS AGREEMENT SHALL NOT BECOME EFFECTIVE UNTIL APPROVED IN WRITING BY THE STATE PURCHASING AGENT.  This Agreement shall begin on date approved by the State Purchasing Agent, if the State Purchasing Agent has signed this Agreement, and end on DATE. The agency reserves the right to renew the contract on an annual basis by mutual Agreement not exceed a total of 8 years in accordance with NMSA 1978 §13-1-150. 

3. Termination:

A.        Grounds. The Procuring Agency may terminate this Agreement for convenience or cause.  The Contractor may only terminate this Agreement based upon the Procuring Agency’s uncured, material breach of this Agreement.
B.        Notice; Procuring Agency Opportunity to Cure.  
1.         Except as otherwise provided in sub-paragraph A of this Clause and the Appropriations Clause of this Agreement, the Procuring Agency shall give Contractor written notice of termination at least thirty (30) days prior to the intended date of termination.  
2.         Contractor shall give Procuring Agency written notice of termination at least thirty (30) days prior to the intended date of termination, which notice shall (i) identify all the Procuring Agency’s material breaches of this Agreement upon which the termination is based and (ii) state what the Procuring Agency must do to cure such material breaches.  Contractor’s notice of termination shall only be effective (i) if the Procuring Agency does not cure all material breaches within the thirty (30) day notice period or (ii) in the case of material breaches that cannot be cured within thirty (30) days, the Procuring Agency does not, within the thirty (30) day notice period, notify the Contractor of its intent to cure and begin with due diligence to cure the material breach.  
3.  Notwithstanding the foregoing, this Agreement may be terminated immediately upon written notice to the Contractor (i) if the Contractor becomes unable to perform the services contracted for, as determined by the Procuring Agency; (ii) if, during the term of this Agreement, the Contractor is suspended or debarred by the State Purchasing Agent; or (iii) the Agreement is terminated pursuant to the Appropriations Clause of this Agreement.

C.        Liability.  Except as otherwise expressly allowed or provided under this Agreement, the Procuring Agency’s sole liability upon termination shall be to pay for acceptable work performed prior to the Contractor’s receipt or issuance of a notice of termination; provided, however, that a notice of termination shall not nullify or otherwise affect either party’s liability for pre-termination defaults under or breaches of this Agreement. The Contractor shall submit an invoice for such work within thirty (30) days of receiving or sending the notice of termination. THIS PROVISION IS NOT EXCLUSIVE AND DOES NOT WAIVE THE PROCURING AGENCY’S OTHER LEGAL RIGHTS AND REMEDIES CAUSED BY THE CONTRACTOR'S DEFAULT/BREACH OF THIS AGREEMENT.

4. Appropriations:

The terms of this Agreement are contingent upon sufficient appropriations and authorization being made by the Legislature of New Mexico for the performance of this Agreement. If sufficient appropriations and authorization are not made by the Legislature, this Agreement shall terminate immediately upon written notice being given by the Procuring Agency to the Contractor. The Procuring Agency's decision as to whether sufficient appropriations are available shall be accepted by the Contractor and shall be final. If the Procuring Agency proposes an amendment to the Agreement to unilaterally reduce funding, the Contractor shall have the option to terminate the Agreement or to agree to the reduced funding, within thirty (30) days of receipt of the proposed amendment.

5. Status of Contractor:

The Contractor and its agents and employees are independent contractors performing professional or general services for the Procuring Agency and are not employees of the State of New Mexico. The Contractor and its agents and employees shall not accrue leave, retirement, insurance, bonding, use of state vehicles, or any other benefits afforded to employees of the State of New Mexico as a result of this Agreement. The Contractor acknowledges that all sums received hereunder are reportable by the Contractor for tax purposes, including without limitation, self-employment and business income tax. The Contractor agrees not to purport to bind the State of New Mexico unless the Contractor has express written authority to do so, and then only within the strict limits of that authority.

6. Conflict of Interest; Governmental Conduct Act:

A.        The Contractor represents and warrants that it presently has no interest and, during the term of this Agreement, shall not acquire any interest, direct or indirect, which would conflict in any manner or degree with the performance or services required under the Agreement.

B.        The Contractor further represents and warrants that it has complied with, and, during the term of this Agreement, will continue to comply with, and that this Agreement complies with all applicable provisions of the Governmental Conduct Act, Chapter 10, Article 16 NMSA 1978. Without in any way limiting the generality of the foregoing, the Contractor specifically represents and warrants that:
1)         in accordance with NMSA 1978, § 10-16-4.3, the Contractor does not employ, has not employed, and will not employ during the term of this Agreement any Procuring Agency employee while such employee was or is employed by the Procuring Agency and participating directly or indirectly in the Procuring Agency’s contracting process;
2)         this Agreement complies with NMSA 1978, § 10-16-7(A) because (i) the Contractor is not a public officer or employee of the State; (ii) the Contractor is not a member of the family of a public officer or employee of the State; (iii) the Contractor is not a business in which a public officer or employee or the family of a public officer or employee has a substantial interest; or (iv) if the Contractor is a public officer or employee of the State, a member of the family of a public officer or employee of the State, or a business in which a public officer or employee of the State or the family of a public officer or employee of the State has a substantial interest, public notice was given as required by NMSA 1978, § 10-16-7(A) and this Agreement was awarded pursuant to a competitive process;
3)         in accordance with NMSA 1978, § 10-16-8(A), (i) the Contractor is not, and has not been represented by, a person who has been a public officer or employee of the State within the preceding year and whose official act directly resulted in this Agreement and (ii) the Contractor is not, and has not been assisted in any way regarding this transaction by, a former public officer or employee of the State whose official act, while in State employment, directly resulted in the Procuring Agency's making this Agreement;
4)         this Agreement complies with NMSA 1978, § 10-16-9(A)because (i) the Contractor is not a legislator; (ii) the Contractor is not a member of a legislator's family; (iii) the Contractor is not a business in which a legislator or a legislator's family has a substantial interest; or (iv) if the Contractor is a legislator, a member of a legislator’s family, or a business in which a legislator or a legislator's family has a substantial interest, disclosure has been made as required by NMSA 1978, § 10-16-7(A), this Agreement is not a sole source or small purchase contract, and this Agreement was awarded in accordance with the provisions of the Procurement Code;
5)         in accordance with NMSA 1978, § 10-16-13, the Contractor has not directly participated in the preparation of specifications, qualifications or evaluation criteria for this Agreement or any procurement related to this Agreement; and
6)         in accordance with NMSA 1978, § 10-16-3 and § 10-16-13.3, the Contractor has not contributed, and during the term of this Agreement shall not contribute, anything of value to a public officer or employee of the Procuring Agency.
C.        Contractor’s representations and warranties in paragraphs A and B of this Clause are material representations of fact upon which the Procuring Agency relied when this Agreement was entered into by the parties. Contractor shall provide immediate written notice to the Procuring Agency if, at any time during the term of this Agreement, Contractor learns that Contractor’s representations and warranties in paragraphs A and B of this Clause were erroneous on the effective date of this Agreement or have become erroneous by reason of new or changed circumstances. If it is later determined that Contractor’s representations and warranties in paragraphs A and B of this Clause were erroneous on the effective date of this Agreement or have become erroneous by reason of new or changed circumstances, in addition to other remedies available to the Procuring Agency and notwithstanding anything in the Agreement to the contrary, the Procuring Agency may immediately terminate the Agreement.

D.        All terms defined in the Governmental Conduct Act have the same meaning in this Agreement.
7. 
Amendment:
A.        This Agreement shall not be altered, changed or amended except by instrument in writing executed by the parties hereto and all other required signatories.
B.        If the Procuring Agency proposes an amendment to the Agreement to unilaterally reduce funding due to budget or other considerations, the Contractor shall, within thirty (30) days of receipt of the proposed Amendment, have the option to terminate the Agreement, pursuant to the termination provisions as set forth in the Terminations Clause of this Agreement, or to agree to the reduced funding.
8. Merger:
This Agreement incorporates all the Agreements, covenants and understandings between the parties hereto concerning the subject matter hereof, and all such covenants, Agreements and understandings have been merged into this written Agreement. No prior Agreement or understanding, oral or otherwise, of the parties or their agents shall be valid or enforceable unless embodied in this Agreement.

9. Penalties for violation of law:
The Procurement Code, NMSA 1978 §§ 13-1-28 through 13-1-199, imposes civil and criminal penalties for violation of the statute. In addition, the New Mexico criminal statutes impose felony penalties for illegal acts, including bribes, gratuities and kickbacks.
10. Equal Opportunity Compliance:
The Contractor agrees to abide by all federal and state laws and rules and regulations, and executive orders of the Governor of the State of New Mexico, pertaining to equal employment opportunity. In accordance with all such laws of the State of New Mexico, the Contractor assures that no person in the United States shall, on the grounds of race, religion, color, national origin, ancestry, sex, age, physical or mental handicap, or serious medical condition, spousal affiliation, sexual orientation or gender identity, be excluded from employment with or participation in, be denied the benefits of, or be otherwise subjected to discrimination under any program or activity performed under this Agreement. If Contractor is found not to be in compliance with these requirements during the life of this Agreement, Contractor agrees to take appropriate steps to correct these deficiencies.
11. Workers Compensation:
The Contractor agrees to comply with state laws and rules applicable to workers compensation benefits for its employees. If the Contractor fails to comply with the Workers Compensation Act and applicable rules when required to do so, this Agreement may be terminated by the Procuring Agency.
12. Applicable Law:
The laws of the State of New Mexico shall govern this Agreement, without giving effect to its choice of law provisions. Venue shall be proper only in a New Mexico court of competent jurisdiction in accordance with NMSA 1978, § 38-3-1 (G). By execution of this Agreement, Contractor acknowledges and agrees to the jurisdiction of the courts of the State of New Mexico over any and all lawsuits arising under or out of any term of this Agreement.
13. Records and Financial Audit:
The Contractor shall maintain detailed time and expenditure records that indicate the date, time, nature and cost of services rendered during the Agreement’s term and effect and retain them for a period of three (3) years from the date of final payment under this Agreement. The records shall be subject to inspection by the Procuring Agency, the Department of Finance and Administration and the State Auditor. The Procuring Agency shall have the right to audit billings both before and after payment. Payment under this Agreement shall not foreclose the right of the Procuring Agency to recover excessive or illegal payments.
14. Invalid Term or Condition:
If any term or condition of this Agreement shall be held invalid or unenforceable, the remainder of this Agreement shall not be affected and shall be valid and enforceable.
15. Enforcement of Agreement:
A party's failure to require strict performance of any provision of this Agreement shall not waive or diminish that party's right thereafter to demand strict compliance with that or any other provision.  No waiver by a party of any of its rights under this Agreement shall be effective unless express and in writing, and no effective waiver by a party of any of its rights shall be effective to waive any other rights.
16. Non-Collusion:
In signing this Agreement, the Contractor certifies the Contractor has not, either directly or indirectly, entered into action in restraint of free competitive bidding in connection with this offer submitted to the State Purchasing Agent or agency or entity.
17. Notices:
Any notice required to be given to either party by this Agreement shall be in writing and shall be delivered in person, by courier service or by U.S. mail, either first class or certified, return receipt requested, postage prepaid, as follows:
To the Procuring Agency: 
Mark Hayden, State Purchasing Agent
State Purchasing Division
1100 St. Francis Dr., Room 2016
Santa Fe, NM87505

To the Contractor: 

XXXXXXXXXXXXXXXXXXXXXX

18. Succession:
This Agreement shall extend to and be binding upon the successors and assigns of the parties.
19. Headings:
Any and all headings herein are inserted only for convenience and ease of reference and are not to be considered in the construction or interpretation of any provision of this Agreement.  Numbered or lettered provisions, sections and subsections contained herein, refer only to provisions, sections and subsections of this Agreement unless otherwise expressly stated.
20. Default/Breach:
In case of Default and/or Breach by the Contractor, for any reason whatsoever, the Procuring Agency and the State of New Mexico may procure the goods or Services from another source and hold the Contractor responsible for any resulting excess costs and/or damages, including but not limited to, direct damages, indirect damages, consequential damages, special damages and the Procuring Agency and the State of New Mexico may also seek all other remedies under the terms of this Agreement and under law or equity.
21. Equitable Remedies:
Contractor acknowledges that its failure to comply with any provision of this Agreement will cause the Procuring Agency irrevocable harm and that a remedy at law for such a failure would be an inadequate remedy for the Procuring Agency, and the Contractor consents to the Procuring Agency’s obtaining from a court of competent jurisdiction, specific performance, or injunction, or any other equitable relief in order to enforce such compliance.  Procuring Agency’s rights to obtain equitable relief pursuant to this Agreement shall be in addition to, and not in lieu of, any other remedy that Procuring Agency may have under applicable law, including, but not limited to, monetary damages.
22. New Mexico Employees Health Coverage:
A.        If Contractor has, or grows to, six (6) or more employees who work, or who are expected to work, an average of at least 20 hours per week over a six (6) month period during the term of this Agreement, Contractor certifies, by signing this agreement, to have in place, and agree to maintain for the term of the Agreement, health insurance for those employees and offer that health insurance to those employees if the expected annual value in the aggregate of any and all contracts between Contractor and the State exceed $250,000 dollars.
B.        Contractor agrees to maintain a record of the number of employees who have (a) accepted health insurance; (b) declined health insurance due to other health insurance coverage already in place; or (c) declined health insurance for other reasons. These records are subject to review and audit by a representative of the state.
C.        Contractor agrees to advise all employees of the availability of State publicly financed health care coverage programs by providing each employee with, as a minimum, the following web site link to additional information: http://bewellnm.com.
23. Indemnification:
The Contractor shall defend, indemnify and hold harmless the Procuring Agency and the State of New Mexico from all actions, proceeding, claims, demands, costs, damages, attorneys’ fees and all other liabilities and expenses of any kind from any source which may arise out of the performance of this Agreement, caused by the negligent act or failure to act of the Contractor, its officers, employees, servants, subcontractors or agents, resulting in injury or damage to persons or property during the time when the Contractor or any officer, agent, employee, servant or subcontractor thereof has or is performing services pursuant to this Agreement. In the event that any action, suit or proceeding related to the services performed by the Contractor or any officer, agent, employee, servant or subcontractor under this Agreement is brought against the Contractor, the Contractor shall, as soon as practicable but no later than two (2) days after it receives notice thereof, notify the legal counsel of the Procuring Agency and the Risk Management Division of the New Mexico General Services Department by certified mail.
24. Default and Force Majeure:
The State reserves the right to cancel all or any part of any orders placed under this Agreement without cost to the State, if the Contractor fails to meet the provisions of this Agreement and, except as otherwise provided herein, to hold the Contractor liable for any excess cost occasioned by the State due to the Contractor's default. The Contractor shall not be liable for any excess costs if failure to perform the order arises out of causes beyond the control and without the fault or negligence of the Contractor; such causes include, but are not restricted to, acts of God or the public enemy, acts of the State or Federal Government, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes, unusually severe weather and defaults of subcontractors due to any of the above, unless the State shall determine that the supplies or services to be furnished by the subcontractor were obtainable from other sources in sufficient time to permit the Contractor to meet the required delivery scheduled. The rights and remedies of the State provided in this Clause shall not be exclusive and are in addition to any other rights now being provided by law or under this Agreement.
25. Assignment:
The Contractor shall not assign or transfer any interest in this Agreement or assign any claims for money due or to become due under this Agreement without the prior written approval of the Procuring Agency.
26. Subcontracting:
The Contractor shall not subcontract any portion of the services to be performed under this Agreement without the prior written approval of the Procuring Agency. No such subcontract shall relieve the primary Contractor from its obligations and liabilities under this Agreement, nor shall any subcontract obligate direct payment from the Procuring Agency.
27. Inspection of Plant:
The State Purchasing Agent or agency or entity that is a party to this Agreement may inspect, at any reasonable time during Contractor’s regular business hours and upon prior written notice, the Contractor’s plant or place of business, or any subcontractor’s plant or place of business, which is related to the performance of this Agreement.
28. Commercial Warranty:
The Contractor agrees that the tangible personal property or services furnished under this Agreement shall be covered by the most favorable commercial warranties the Contractor gives to any customer for such tangible personal property or services, and that the rights and remedies provided herein shall extend to the State and are in addition to and do not limit any rights afforded to the State by any other Clause of this Agreement or order. Contractor agrees not to disclaim warranties of fitness for a particular purpose or merchantability.
29. Condition of Proposed Items:
Where tangible personal property is a part of this Agreement, all proposed items are to be NEW and of most current production, unless otherwise specified.
30. Release:
Final payment of the amounts due under this Agreement shall operate as a release of the Procuring Agency, its officers and employees, and the State of New Mexico from all liabilities, claims and obligations whatsoever arising from or under this Agreement.
31. Confidentiality:
Any Confidential Information provided to the Contractor by the Procuring Agency or, developed by the Contractor based on information provided by the Procuring Agency in the performance of this Agreement shall be kept confidential and shall not be made available to any individual or organization by the Contractor without the prior written approval of the Procuring Agency.  Upon termination of this Agreement, Contractor shall deliver all Confidential Information in its possession to the Procuring Agency within thirty (30) Business Days of such termination.  Contractor acknowledges that failure to deliver such Confidential Information to the Procuring Agency will result in direct, special and incidental damages.
32. Contractor Personnel:
A.        Key Personnel.  Contractor’s key personnel shall not be diverted from this Agreement without the prior written approval of the Procuring Agency.  Key personnel are those individuals considered by the Procuring Agency to be mandatory to the work to be performed under this Agreement.  Key personnel shall be:
[Insert Contractor Staff Name(s)]
B.        Personnel Changes.  Replacement of any personnel shall be made with personnel of equal ability, experience, and qualification and shall be approved by the Procuring Agency.  For all personnel, the Procuring Agency reserves the right to require submission of their resumes prior to approval.  If the number of Contractor’s personnel assigned to the Project is reduced for any reason, Contractor shall, within ten (10) Business Days of the reduction, replace with the same or greater number of personnel with equal ability, experience, and qualifications, subject to Procuring Agency approval.  The Procuring Agency, in its sole discretion, may approve additional time beyond the ten (10) Business Days for replacement of personnel.  The Contractor shall include status reports of its efforts and progress in finding replacements and the effect of the absence of the personnel on the progress of the Project.  The Contractor shall also make interim arrangements to assure that the Project progress is not affected by the loss of personnel.  The Procuring Agency reserves the right to require a change in Contractor’s personnel if the assigned personnel are not, in the sole opinion of the Procuring Agency, meeting the Procuring Agency’s expectations.
33. Incorporation by Reference and Precedence:
If this Agreement has been procured pursuant to a request for proposals, this Agreement is derived from (1) the request for proposal, (including any written clarifications to the request for proposals and any agency response to questions); (2) the Contractor’s best and final offer; and (3) the Contractor’s response to the request for proposals.
In the event of a dispute under this Agreement, applicable documents will be referred to for the purpose of clarification or for additional detail in the following order of precedence: (1) amendments to the Agreement in reverse chronological order; (2) the Agreement, including the scope of work and all terms and conditions thereof; (3) the request for proposals, including attachments thereto and written responses to questions and written clarifications; (4) the Contractor’s best and final offer if such has been made and accepted by the SPA or Procuring Agency or entity; and (5) the Contractor’s response to the request for proposals.
34. Inspection:
If this Agreement is for the purchase of tangible personal property (goods), final inspection and acceptance shall be made at Destination.  Tangible personal property rejected at Destination for non-conformance to specifications shall be removed at Contractor’s risk and expense promptly after notice of rejection and shall not be allowable as billable items for payment.
35. Inspection of Services:
If this Agreement is for the purchase of services, the following terms shall apply.
1. Services, as used in this Clause, include services performed, workmanship, and material furnished or utilized in the performance of services.
1. The Contractor shall provide and maintain an inspection system acceptable to the 
State Purchasing Agent or other party to this Agreement covering the services under this Agreement.  Complete records of all inspection work performed by the Contractor shall be maintained and made available to the State Purchasing Agent or other party to this Agreement during the term of performance of this Agreement and for as long thereafter as the Agreement requires.
1. The State Purchasing Agent or other party to this Agreement has the right to inspect and test all services contemplated under this Agreement to the extent practicable at all times and places during the term of the Agreement. The State Purchasing Agent or other party to this Agreement shall perform inspections and tests in a manner that will not unduly delay or interfere with Contractor’s performance.
1. If the State Purchasing Agent or other party to this Agreement performs inspections or tests on the premises of the Contractor or a subcontractor, the Contractor shall furnish, and shall require subcontractors to furnish, at no increase in Agreement price, all reasonable facilities and assistance for the safe and convenient performance of such inspections or tests.
1. If any part of the services do not conform with the requirements of this Agreement, the State Purchasing Agent or other party to this Agreement may require the Contractor to re-perform  the services  in conformity with the requirements of this Agreement at no increase in Agreement amount. When the defects in services cannot be corrected by re-performance, the State Purchasing Agent or other party to this Agreement may:
1. require the Contractor to take necessary action(s) to ensure that future performance conforms to the requirements of this Agreement; and 
1. reduce the Agreement price to reflect the reduced value of the services performed.
1. If the Contractor fails to promptly re-perform the services or to take the necessary action(s) to ensure future performance in conformity with the requirements of this Agreement, the State Purchasing Agent or other party to this Agreement may:
1. by Agreement or otherwise, perform the services and charge to the Contractor any cost incurred by the State Purchasing Agent or other party to this Agreement that is directly related to the performance of such service; or 
1. terminate the Agreement for default.
THE PROVISIONS OF THIS CLAUSE ARE NOT EXCLUSIVE AND DO NOT WAIVE THE STATE PARTIES’ TO THIS AGREEMENT OTHER LEGAL RIGHTS AND REMEDIES CAUSED BY THE CONTRACTOR'S DEFAULT/BREACH OF THIS AGREEMENT.
36. Insurance:
If the services contemplated under this Agreement will be performed on or in State facilities or property, Contractor shall maintain in force during the entire term of this Agreement, the following insurance coverage(s), naming the State of New Mexico, General Services Department or other party to this Agreement as additional insured.
1. Workers Compensation (including accident and disease coverage) at the statutory limit.
Employers liability: $100,000.
1. Comprehensive general liability (including endorsements providing broad form property damage, personal injury coverage and contractual assumption of liability for all liability the Contractor has assumed under this Agreement). Limits shall not be less than the following:   
1. Bodily injury: $1,000,000 per person /$1,000,000 per occurrence.
1. Property damage or combined single limit coverage: $1,000,000.
1. Automobile liability (including non-owned automobile coverage): $1,000,000. 
1. Umbrella: $1,000,000.
1. Contractor shall maintain the above insurance for the term of this Agreement and name the State of New Mexico, General Services Department or other party to this Agreement as an additional insured and provide for 30 days cancellation notice on any Certificate of Insurance form furnished by Contractor.  Such certificate shall also specifically state the coverage provided under the policy is primary over any other valid and collectible insurance and provide a waiver of subrogation.  
37. Arbitration:
Any controversy or claim arising between the parties shall be settled by arbitration pursuant to NMSA 1978 § 44-7A-1 et seq.
38. New Mexico Administration Reporting and Fees:
All contracts and Purchase Orders arising out of this agreement shall be deemed to include an Administrative Fee assessment at the rate of percent (1.00 %) for the gross total sales and other revenues (including commissions and fees charged).  This assessment shall apply to all New Mexico state agencies and local public bodies.  “Gross total sales” means any invoiced amount less any applicable state and local taxes. 

For reporting purposes: list payments received for the issued invoice during the applicable quarter by state agency, local public body and invoice number.  The Quarters are as follows:




	Quarter:	Period End:	Report Due:
	First	September 30	October 31
	Second	December 31	January 31
	Third	March 31	April 30
	Fourth		June 30	July 31	

Even if contractor experiences zero sales during the quarter, a report is still required.  This will also apply if the contract starts partial within a Quarter.  Reports and Administrative Fee shall be due no later than thirty (30) days following the end of the quarter.   Only submit one payment and one report for each quarter, do not combine payments or reports.

Payment shall be made by check payable to the “State Purchasing Division.” This contract number ##-00000-##-##### must be included on all payments and Quarterly Sales Reports.

Remit Checks to:		State Purchasing Division
	1100 St. Francis Drive, Room 2016
	PO Box 6850
	Santa Fe, NM 87505
	Attn:  Compliance Officer
Sample Reports can be found at: http://www.generalservices.state.nm.us/statepurchasing/resourcesandinformation.aspx#Vendors
Email completed reports to: GSD.QuarterlyUsageR@state.nm.us
For questions regarding the Administrative Fees and Quarterly Sales Reports contact the Compliance Officer at (505) 827-0472.


UTAH
	ATTACHMENT A: STATE OF UTAH STANDARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS
STATE OF UTAH COOPERATIVE INFORMATION TECHNOLOGY CONTRACT
This is a State Cooperative Contract for information technology products and services. DTS policies referenced by number in this Attachment are only applicable to the Executive Branch and are available at https://dts.utah.gov/policies. All other policies and codes of conduct are available upon request.
1. DEFINITIONS:
a. “Access to Secure State Facilities, Data, or Technology” means Contractor will (a) enter upon secure premises controlled, held, leased, or occupied by State of Utah or Eligible User; (b) maintain, develop, or have access to any deployed hardware, software, firmware, or any other technology, that is in use by State of Utah or Eligible User; or (c) have access to or receive any State Data or Confidential Information.
b. “Authorized Persons” means the Contractor’s employees, officers, partners, Subcontractors, or agents of Contractor who need Access to Secure State Facilities, Data, or Technology to enable the Contractor to perform its responsibilities under this Contract. 
c. “Background IP” means intellectual property (IP) owned or controlled prior to the effective date of this Contract or that IP developed or acquired from activities independent of the services performed under this Contract, including but not limited to (a) methodologies, processes, technologies, algorithms, software, or development tools used in performing the Services, and (b) processes and reusable reports, designs, charts, plans, specifications, documentation, forms, templates, or output which are supplied or otherwise used by or on behalf of Contractor in the course of performing the Services or creating the Custom Deliverables, other than portions that specifically incorporate proprietary or Confidential Information or Custom Deliverables of Eligible User. 
d. “Contract” means the Contract Signature Page(s), including all referenced attachments and documents incorporated by reference. 
e. “Contract Period” means the term of this Contract, as set forth in the Contract Signature Page(s).
f. “Contract Signature Page(s)” means the cover page that the Division and Contractor sign.
g. “Contractor” means the individual or entity identified on the Contract Signature Page(s). “Contractor” includes Contractor’s agents, officers, employees, partners, contractors, and Subcontractors at any level.  
h. “Custom Deliverables” means the product that Contractor is required to design, develop, or customize and deliver to the Eligible User as specifically described under this Contract or an associated statement of work for which all interest and title shall be transferred to and owned by the Eligible User. This includes every invention, design, development, customization, improvement, process, software program, work of authorship, documentation, formula, datum, technique, know how, or intellectual property right whatsoever or any interest therein (whether patentable or not patentable or registerable under copyright or similar statutes or subject to analogous protection) that is specifically made, conceived, discovered, or reduced to practice by Contractor pursuant to this Contract.  
i. “Data Breach” means the unauthorized access or acquisition of State Data that compromises the security, confidentiality, or integrity of State Data.
j. “Division” means the State of Utah Division of Purchasing. 
k. “DTS” means the Utah Department of Technology Services.
l. “Eligible User(s)” means the State of Utah’s government departments, institutions, agencies, political subdivisions (i.e., colleges, school districts, counties, cities, etc.), and, as applicable, nonprofit organizations, agencies of the federal government, or any other entity authorized by the laws of the State of Utah to participate in State Cooperative Contracts.
m. “Federal Criminal Background Check” means a fingerprint-based, nationwide background check conducted and processed by the FBI.
n. “Good” means any deliverable not classified as a Custom Deliverable or Service. 
o. “Intellectual Property Rights” means all rights to patents, utility models, mask works, copyrights, trademarks, trade secrets, and other protection afforded by law to inventions, models, designs, technical information, and applications. 
p. “Non-Public Data” means records or data that are not subject to distribution to the public. Access is restricted because it includes information that is protected by state or federal law. Non-Public Data includes, but is not limited to, a person’s name; government-issued identification numbers (e.g., Social Security, driver’s license, passport); financial account information; or Protected Health Information. 
q. “Protected Health Information” (PHI) is as defined in the Health Insurance Portability and Accountability Act of 1996 (HIPAA), as amended, and its implementing regulations.
r. “Response” means the Contractor’s bid, proposals, quote, or any other document used by the Contractor to respond to the State Entity’s Solicitation.
s. “Security Incident” means the attempted unauthorized access to State Data that may result in the use, disclosure, or theft of State Data. 
t. “Services” means the furnishing of labor, time, or effort by Contractor, and may include installation, configuration, implementation, technical support, warranty maintenance, and other support services.
u. “Solicitation” means an invitation for bids, request for proposals, notice of sole source procurement, request for statement of qualifications, request for information, or any document used to obtain bids, proposals, pricing, qualifications, or information for the purpose of entering into this Contract.      
v. “State Data” means all Confidential Information and Non-Public Data that is created, controlled, maintained, owned, or in any way originating with the State of Utah or Eligible User regardless of where such data or output is stored or maintained.
w. “State of Utah” means the State of Utah, in its entirety, including its institutions, agencies, departments, divisions, authorities and instrumentalities, boards, commissions, elected or appointed officers, employees, agents, and authorized volunteers.
x. “Subcontractors” includes contractors, manufacturers, distributors, suppliers, or consultants, at any tier, that are under the direct or indirect control or responsibility of Contractor, including a person or entity that is, or will be, providing goods or performing services pursuant to this Contract.
2. ESSENTIAL PROVISIONS: 
a. CONTRACT JURISDICTION, CHOICE OF LAW, AND VENUE: This Contract shall be governed solely by the laws of the State of Utah. Any action or proceeding arising from this Contract shall be brought in a court of competent jurisdiction in the State of Utah. Exclusive venue shall be in Salt Lake City, in the Third Judicial District Court for Salt Lake County.
b. LAWS: Contractor and all Goods and Services delivered under this Contract will comply with all applicable federal and state of Utah laws, including applicable licensure and certification requirements.
c. SOVEREIGN IMMUNITY: The Division and the State of Utah do not waive any protection, right, defense or immunity under the Governmental Immunity Act of Utah, Utah Code §§ 63G-7-101 to 904, as amended, the Eleventh Amendment to the Constitution of the United States, or otherwise, from any claim or from the jurisdiction of any court. 
d. PUBLIC INFORMATION: This Contract and any purchase orders, invoices, pricing lists, and the Response are public records available for disclosure in accordance with the State of Utah’s Government Records Access and Management Act (GRAMA, Utah Code 63G-2-101 et seq.), except to the extent classified as protected in accordance with UCA 63G-2-309. GRAMA takes precedence over any statements of confidentiality or similar notations. Neither the Division, the Eligible User nor the State of Utah will inform Contractor of any request for a copy of this Contract, including any purchase orders, invoices, pricing lists, or the Response.
e. CREDITING THE DIVISION IN PUBLICITY: Any publicity given to this Contract shall identify the Division as the managing agency and shall not be released without prior written approval from the Division.
f. SALES TAX EXEMPTION: Goods, Custom Deliverables, and Services purchased by some Eligible Users are being paid from that Eligible User’s funds and used in the exercise of that Eligible User’s essential functions as a State of Utah governmental entity. Any such Eligible Users will provide Contractor with a copy of its sales tax exemption number upon request.
g. SEVERABILITY: A declaration or order by any court that any provision of this Contract is illegal and void shall not affect the legality and enforceability of any other provision of this Contract, unless the provisions are mutually dependent.
h. AMENDMENTS: This Contract may only be amended by the mutual written agreement of the parties, provided that the amendment is within the Scope of Work of this Contract, is within the scope/purpose of the Solicitation, and is attached and made part of this Contract. Automatic renewals are prohibited and are deemed void even if listed elsewhere in this Contract.
i. DEBARMENT: Contractor certifies that it is not presently nor has ever been debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation by any government department or agency, whether international, national, state, or local. Contractor must notify the Division within thirty (30) days if debarred, suspended, proposed for debarment, declared ineligible or voluntarily excluded from participation in any contract by any governmental entity.
j. NONAPPROPRIATION OF FUNDS, REDUCTION OF FUNDS, OR CHANGES IN LAW: This Contract may be terminated in whole or in part at the sole discretion of the Division or Eligible User upon thirty days written notice, if the Division or Eligible User determines that (a) a change in Federal or State legislation or applicable laws materially affects the ability of either party to perform under the terms of this Contract; or (b) that a change in available funds affects the Division or Eligible User’s ability to pay under this Contract. A change of available funds includes, but is not limited to, a change in Federal or State funding, whether as a result of a legislative act or an order of the President, the Governor, or Executive Director.
The Division or Eligible User, as applicable, will reimburse Contractor for the Goods or Services properly ordered and delivered until the effective date of said notice. The Division and Eligible User are not liable for any performance, commitments, penalties, or liquidated damages that accrue after the effective date of the notice.
k. ENTIRE AGREEMENT: This Contract is the entire agreement between the parties, and supersedes any prior and contemporaneous agreements and understandings between the parties, whether oral or written.  
l. WAIVER: The waiver by either party of any provision, term, covenant, or condition of this Contract shall not be deemed to be a waiver of any other provision, term, covenant, or condition of this Contract nor any subsequent breach of the same or any other provision, term, covenant, or condition of this Contract. The Eligible User’s approval, acceptance, or payment for any Goods or Services required under this Contract shall not be construed to operate as a waiver by the Eligible User of any right under this Contract or of any cause of action arising out of the performance or nonperformance of this Contract.
m. CHANGES IN SCOPE: Any changes in the scope of work to be performed under this Contract shall be in the form of a written amendment to this Contract, mutually agreed to and signed by both parties, specifying any such changes, fee adjustments, any adjustment in time of performance, or any other significant factors arising from the changes in the scope of work.
n. TRAVEL COSTS: Unless otherwise agreed to in the contract, all travel costs associated with the delivery of Services will be paid in accordance with the Utah Administrative Code R25-7. Invoices containing travel costs outside of these rates will be returned to the Contractor for correction.
3. RECORDS ADMINISTRATION: Contractor shall maintain or supervise the maintenance of all records necessary to properly account for Contractor’s performance and the payments made by an Eligible User to Contractor. These records shall be retained by Contractor for at least six (6) years after final payment (per Utah Administrative Code R33-12-605 and Utah Code 78B-2-309), or until all audits initiated within the six (6) years have been completed, whichever is later. Contractor shall allow, at no additional cost, State of Utah  auditors, federal auditors, Eligible Users or any firm identified by the Division, access to all such records. Contractor must refund to the Division any overcharges brought to Contractor’s attention by the Division or the Division’s auditor and Contractor is not permitted to offset identified overcharges by alleged undercharges to Eligible Users.
4. CERTIFY REGISTRATION AND USE OF EMPLOYMENT "STATUS VERIFICATION SYSTEM”: This Status Verification System, also referred to as “E-verify”, requirement only applies to contracts issued through a Request for Proposal process and to sole sources that are included within a Request for Proposal.  
1) Contractor certifies as to its own entity, under penalty of perjury, that Contractor has registered and is participating in the Status Verification System to verify the work eligibility status of Contractor’s new employees that are employed in the State of Utah in accordance with applicable immigration laws including Section 63G-12-302, Utah Code, as amended.  
2) Contractor shall require that the following provision be placed in each subcontract at every tier: “The subcontractor shall certify to the main (prime or general) Contractor by affidavit that the subcontractor has verified through the Status Verification System the employment status of each new employee of the respective subcontractor, all in accordance with applicable immigration laws including Section 63G-12-302, Utah Code, as amended, and to comply with all applicable employee status verification laws. Such affidavit must be provided prior to the notice to proceed for the subcontractor to perform the work.”
3) Contractor’s failure to comply with this section will be considered a material breach of this Contract.

4) Contractor shall protect, indemnify, and hold harmless the Division, the Eligible Users, and the State of Utah, and anyone that the State of Utah may be liable for, against any claim, damages, or liability arising out of or resulting from violations of the above Status Verification System Section whether violated by employees, agents, or contractors of the following: (a) Contractor; (b) Subcontractor at any tier; and/or (c) any entity or person for whom the Contractor or Subcontractor may be liable. 
5. CONFLICT OF INTEREST: Contractor represents that none of its officers or employees are officers or employees of the State of Utah, unless written disclosure has been made to the Division.
6. INDEPENDENT CONTRACTOR: Contractor is an independent contractor, and not an employee or agent of the Division, the Eligible Users, or the State of Utah, and therefore is not entitled to any of the benefits associated with such employment. Contractor has no authorization, express or implied, to bind the Division, the Eligible Users, or the State of Utah to any agreements, settlements, liabilities, or understandings, and shall not perform any acts as an agent for the Division, the Eligible users, or the State of Utah. Contractor is responsible for all applicable federal, state, and local taxes and FICA contributions.
7. CRIMINAL BACKGROUND SCREENING: Depending on the Eligible User’s policy, each employee of Contractor and Subcontractor may be required to successfully complete a Federal Criminal Background Check, prior to being granted Access to Secure State Facilities, State Data, or Technology. Contractor or the applicable employee shall provide Eligible Users with sufficient personal information (at Contractor’s expense) so that a Federal Criminal Background Check may be completed by the Eligible User, at Eligible User’s expense. The Eligible User will provide Contractor with forms which must be filled out by Contractor and returned to the Eligible User. Each employee of Contractor or a Subcontractor who will have Access to Secure State Facilities, State Data, or Technology must be fingerprinted by the Eligible User or local law enforcement a minimum of one week prior to needing access. At the time of fingerprinting, said employee shall disclose all felony or misdemeanor convictions. Eligible Users may conduct a Federal Criminal Background Check based upon the fingerprints and personal information provided and use this same information to complete a Name Check in the Utah Criminal Justice Information System (UCJIS) at least every two years. Eligible Users may revoke Access to Secure State Facilities, Data, and Technology granted in the event of any negative results. Contractor and the employee or subcontractor shall immediately notify Eligible Users if an arrest or conviction for a felony or misdemeanor of any person that has Access to Secure State Facilities, State Data or Technology occurs during the Contract Period. Eligible Users will determine in its discretion if such person’s Access to Secure State Facilities, State Data, or Technology shall remain in effect. Felony and misdemeanor are defined by the laws of the State of Utah, regardless of where the conviction occurred. (DTS Policy 2000-0014 Background Investigations) 
8. DRUG-FREE WORKPLACE: Contractor shall abide by the Eligible User’s drug-free workplace policies while on the Eligible User’s or the State of Utah’s premises.
9. CODE OF CONDUCT: If Contractor is working at facilities controlled or owned by  the State of Utah, Contractor shall follow and enforce the agency applicable code of conduct. Contractor will ensure that each employee receives a copy of the policies and applicable codes of conduct. (DTS Policy 2000-0001 Code of Conduct, DTS Policy 1000-0003 Acceptable Use of Information Technology Resources)
10. INDEMNITY AND LIABILITY
a. Indemnity Clause: Contractor shall fully indemnify, defend, and save harmless the Division, Eligible Users, and the State of Utah from all claims, losses, suits, actions, damages, and costs of every name and description arising out of Contractor’s performance of this Contract caused by any intentional act, omission or negligence of Contractor, its agents, employees, officers, partners, and Subcontractors, without limitation; provided, however, that the Contractor shall not indemnify for that portion of any claim, loss, or damage due to the fault of the Division, the Eligible User, or the State of Utah. Any limitations of the Contractor’s liability will not apply to injuries to persons, including death, or to damages to property.
b. Governmental Immunity Act: In accordance with the Constitution of the State of Utah and the Governmental Immunity Act of Utah (“the Act”, Utah Code §§63G-7-101 to 904, as amended), the Division and the State of Utah have no liability for the operations, acts, or omissions of the Contractor or any third party. Any indemnity obligations of the Division, Eligible Users, or the State of Utah are subject to the Constitution of the State of Utah and the Act and limited to claims that arise from and to the extent caused by the negligent acts or omissions of the Division or the Eligible Users in the performance of the Division’s or the Eligible User’s obligations under this Contract.
c. Intellectual Property Indemnification: Contractor warrants and represents it has full ownership and clear title free of all liens and encumbrances to any Good delivered under this contract. Contractor also warrants that any Good, Custom Deliverable, or Service furnished by Contractor under this Contract, including its use by the Eligible Users in unaltered form, will not infringe any copyrights, patents, trade secrets, or other proprietary rights. 
	Contractor will release, indemnify, and hold the Division, the Eligible Users, and the State of Utah harmless from liability or damages of any kind or nature, including Contractor's use of any copyrighted or un-copyrighted composition, secret process, patented or un-patented invention, article, or appliance furnished or used in Contractor’s performance of this Contract. Additionally, if such a claim or liability is based upon an allegation that a Good, Custom Deliverable, or Service furnished by Contractor infringes on any right protected by any patent, copyright, trademark, trade secret, and/or proprietary right, Contractor shall indemnify and hold harmless the Division, the Eligible Users, and the State of Utah for any judgments, settlements, costs, and reasonable attorneys’ fees resulting from such a claim or liability. Contractor shall defend all actions brought upon such matters to be indemnified hereunder and pay all costs and expenses incidental thereto; however, the Eligible Users shall have the right, at its option, to participate in the defense of any such action at its own expense without relieving Contractor of any obligation hereunder. If there are any limitations of liability in this Contract, such limitations will not apply to this section.
11. HARDWARE WARRANTY: THE STATE OF UTAH DOES NOT ACCEPT ANY PROCUREMENT ITEM “AS-IS”. CONTRACTOR WARRANTS ALL HARDWARE PORTIONS OF ANY GOOD OR CUSTOM DELIVERABLE THAT IT DIRECTLY OR INDIRECTLY PROVIDES FOR A PERIOD OF ONE YEAR. ALL WARRANTIES GRANTED TO THE DIVISION AND ELIGIBLE USERS BY THE UNIFORM COMMERCIAL CODE OF THE STATE OF UTAH APPLY TO THIS CONTRACT. PRODUCT LIABILITY DISCLAIMERS AND/OR WARRANTY DISCLAIMERS FROM CONTRACTOR OR ITS SUPPLIERS ARE REJECTED. CONTRACTOR WARRANTS THAT THE HARDWARE: (A) WILL PERFORM AS SPECIFIED IN THE RESPONSE; (B) WILL LIVE UP TO ALL SPECIFIC CLAIMS LISTED IN THE RESPONSE; (C) WILL BE SUITABLE FOR THE ORDINARY PURPOSES FOR WHICH THE HARDWARE IS USED; (D) WILL BE SUITABLE FOR ANY SPECIAL PURPOSES THAT THE DIVISION HAS RELIED ON CONTRACTOR’S SKILL OR JUDGMENT TO CONSIDER WHEN IT ADVISED THE DIVISION ABOUT THE HARDWARE IN THE RESPONSE; (E) THE HARDWARE HAS BEEN PROPERLY DESIGNED AND MANUFACTURED; AND (F) IS FREE OF SIGNIFICANT DEFECTS. 
12. SOFTWARE WARRANTY: THE STATE OF UTAH DOES NOT ACCEPT ANY PROCUREMENT ITEM “AS-IS”. CONTRACTOR WARRANTS FOR A PERIOD OF NINETY DAYS FROM THE DATE OF ACCEPTANCE THAT THE SOFTWARE PORTIONS OF THE GOODS AND CUSTOM DELIVERABLES THAT CONTRACTOR DIRECTLY OR INDIRECTLY PROVIDES WILL: (A) PERFORM IN ACCORDANCE WITH THE SPECIFIC CLAIMS PROVIDED IN THE RESPONSE; (B) BE SUITABLE FOR THE ORDINARY PURPOSES FOR WHICH SUCH GOODS AND CUSTOM DELIVERABLES ARE USED; (C) BE SUITABLE FOR ANY SPECIAL PURPOSES THAT THE ELIGIBLE USER HAS RELIED ON CONTRACTOR’S SKILL OR JUDGMENT TO CONSIDER WHEN IT ADVISED THE STATE ABOUT THE GOODS OR CUSTOM DELIVERABLES; (D) HAVE BEEN PROPERLY DESIGNED AND MANUFACTURED; AND (E) BE FREE OF SIGNIFICANT DEFECTS. CONTRACTOR SHALL PROVIDE THE ELIGIBLE USER WITH BUG FIXES, INCLUDING INFORMING THE ELIGIBLE USERS OF ANY KNOWN SOFTWARE BUGS OR SOFTWARE DEFECTS THAT MAY AFFECT THE STATE’S USE OF THE SOFTWARE.
13. WARRANTY REMEDIES: Upon breach of warranty, Contractor will repair or replace (at no charge to the Eligible User) the nonconforming Goods or Custom Deliverables. If the repaired and/or replaced products are inadequate, Contractor will refund the full amount of any payments that have been made for the failed products. These remedies are in addition to any other remedies provided by law or equity.
14. UPDATES AND UPGRADES: Contractor grants to the Eligible User a non-exclusive, non-transferable license to use upgrades and updates provided by Contractor during the Contract Period. Upgrades and updates are subject to the terms of this Contract. The Eligible User reserves the right to accept updates and upgrades at its discretion and to determine if such updates comply with the requirements in the Contract scope of work.
15. BUG FIXING AND REMOTE DIAGNOSTICS: Contractor shall use commercially reasonable efforts to provide work-around solutions or patches to reported software problems. With the Eligible User’s prior written authorization, Contractor may perform remote diagnostics to work on reported problems. If the Eligible User declines remote diagnostics, Contractor and the Eligible User may agree to on-site technical support, subject to the terms of the Contract.
16. TECHNICAL SUPPORT AND MAINTENANCE: If technical support and maintenance is required by the Contract, Contractor will use commercially reasonable efforts to respond to the Eligible User in a reasonable time, and in all events, in accordance with the specific timeframes detailed in the Contract, when the Eligible User makes technical support or maintenance requests.
17. PHYSICAL DELIVERY: All non-electronic deliveries will be F.O.B. destination with all transportation and handling charges paid by Contractor. Contractor is responsible for including any freight charges due by the Eligible User to Contractor when providing quotes to the Eligible User. Invoices listing freight charges that were not identified in the quote will be returned to the Contractor to remove such costs. Responsibility and liability for loss or damage will remain with Contractor until final inspection and acceptance, when responsibility will pass to the Eligible User except as to latent defects, fraud, and Contractor's warranty obligations.  
18. ELECTRONIC DELIVERY: Contractor may electronically deliver any Good or Custom Deliverable to the Eligible User or provide any Good and Custom Deliverable for download from the Internet, if pre-approved in writing by the Eligible User. Contractor shall ensure the confidentiality of electronic deliveries in transit. Contractor warrants that all electronic deliveries will be free of known malware, bugs, Trojan horses, etc.
19. ACCEPTANCE PERIOD: A Good, Custom Deliverable, or Service furnished under this Contract shall function in accordance with the specifications identified in this Contract and Solicitation. If the Goods and Custom Deliverables delivered do not conform to the specifications identified in this Contract and Solicitation (“Defects”), the Eligible User shall within thirty (30) calendar days of the delivery date (“Acceptance Period”) notify Contractor in writing of the Defects. Upon receiving notice, Contractor shall use reasonable efforts to correct the Defects within fourteen (14) calendar days (“Cure Period”). The Eligible User’s acceptance of a Good, Custom Deliverable, or Services occurs at the end of the Acceptance Period or Cure Period, whichever is later.
	If after the Cure Period, a Good, Custom Deliverable, or Service still has Defects, then the Eligible User may, at its option: (a) declare Contractor to be in breach and terminate this Contract; (b) demand replacement conforming Goods, Custom Deliverables, or Services from Contractor at no additional cost to the Eligible User; or (c) continue the Cure Period for an additional time period agreed upon by the Eligible User and Contractor in writing. Contractor shall pay all costs related to the preparation and shipping of the replacement products. No products shall be deemed accepted and no invoices shall be paid until acceptance. The warranty period will begin upon the end of the Acceptance Period.
20. SECURE PROTECTION AND HANDLING OF STATE DATA: If Contractor is given access to State Data, the protection of State Data shall be an integral part of the business activities of Contractor, and Contractor shall ensure that there is no inappropriate or unauthorized use of State Data. Contractor shall safeguard the confidentiality, integrity, and availability of the State Data and comply with the conditions outlined below. The Eligible User reserves the right to verify Contractor’s adherence to the following conditions to ensure they are met:
a. Network Security: Contractor shall maintain network security that, at a minimum, includes: network firewall provisioning, intrusion detection, and regular third-party penetration testing. Contractor shall maintain network security and ensure that Contractor network security policies conform to one of the following:
1) Those standards the State of Utah applies to its own network, found outlined in DTS Policy 5000-0002 Enterprise Information Security Policy;
2) Current standards set forth and maintained by the National Institute of Standards and Technology, includes those at: http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf; or
3) Any generally recognized comparable standard that Contractor then applies to its own network and pre-approved by the Eligible User in writing.
b. State Data Security: Contractor shall protect and maintain the security of State Data with protection that is at least as good as or better than that maintained by the State of Utah which will be provided by an Eligible User upon Contractor’s request (DTS Policy 5000-0002). These security measures included but are not limited to maintaining secure environments that are patched and up to date with all appropriate security updates as designated (ex. Microsoft Notification). The Eligible User reserves the right to determine if Contractor’s level of protection meets the Eligible User’s security requirements.
c. State Data Transmission: Contractor shall ensure all transmission or exchange of system application data with the Eligible User and State of Utah and/or any other parties expressly designated by the State of Utah, shall take place via secure means (ex. HTTPS or FTPS).
d. State Data Storage: All State Data will be stored and maintained in data centers in the United States. No State Data will be processed on or transferred to any portable or laptop computing device or portable storage medium, except for devices that are used and kept only at Contractor’s United States data centers, unless such medium is part of the Contractor's designated backup and recovery process. 
e. Access: Contractor shall permit its employees and Subcontractors to remotely access non-State Data only as required to provide technical support. 
f. State Data Encryption: Contractor shall store all data provided to Contractor, including State, as well as any backups made of that data, in encrypted form using no less than 128 bit key and include all data as part of a designated backup and recovery process.
g. Password Protection: Any portable or laptop computer that has access to the Eligible User’s or State of Utah networks, or stores any Eligible User data shall be equipped with strong and secure password protection.
h. Confidential Information Certification: Contractor shall sign a Confidential Information Certification form prior to being given access to confidential computerized records.    
i. State Data Re-Use: All data exchanged shall be used expressly and solely for the purpose enumerated in this Contract. No State Data of any kind may be transmitted, exchanged, or provided to other contractors or third parties except on a case-by-case basis as specifically agreed to in writing by the Eligible User. 
j. State Data Destruction: Upon expiration or termination of this Contract, Contractor shall erase, destroy, and render unreadable all State Data from all non-state computer systems and backups, and certify in writing that these actions have been completed within thirty (30) days of the expiration or termination of this Contract or within seven (7) days of the request of the Eligible User, whichever shall come first, unless the Eligible User provides Contractor with a written directive. The Eligible User’s written directive may require that certain data be preserved in accordance with applicable law.
k. Services Shall Be Performed Within United States: ALL OF THE SERVICES RELATED TO STATE DATA SHALL BE PERFORMED WITHIN THE BORDERS AND JURISDICTION OF THE UNITED STATES.
l. User Support: Contractor may provide technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited by this contract.
21. SECURITY INCIDENT OR DATA BREACH NOTIFICATION: Contractor shall immediately inform the Eligible User of any Security Incident or Data Breach. It is within the Eligible User’s discretion to determine whether any attempted unauthorized access is a Security Incident or a Data Breach.
a. Incident Response: Contractor may need to communicate with outside parties regarding a Security Incident, which may include contacting law enforcement and seeking external expertise as mutually agreed upon, defined by law or contained in this Contract. Discussing Security Incidents with the Eligible User should be handled on an urgent as-needed basis, as part of Contractor’s communication and mitigation processes, defined by law or contained in this Contract.
b. Security Incident Reporting Requirements: Contractor shall promptly report a Security Incident to the Eligible User.
c. Breach Reporting Requirements: As required by Utah Code 13-44-202 or any other law, Contractor shall immediately notify the Eligible User of a Data Breach that affects the security of State Data.
22. DATA BREACH RESPONSIBILITIES: Contractor shall comply with all applicable laws that require the notification of individuals in the event of a Data Breach or other events requiring notification(DTS Policy 5000-0002 Enterprise Information Security Policy). In the event of a Data Breach or other event requiring notification under applicable law (Utah Code § 13-44-101 thru 301 et al), Contractor shall: (a) cooperate with the Eligible User by sharing information relevant to the Data Breach; (b) promptly implement necessary remedial measures, if necessary; and (c) document responsive actions taken related to the Data Breach, including any post-incident review of events and actions taken to make changes in business practices in relation to the Data Breach. If the Data Breach requires public notification, all communication shall be coordinated with the Eligible User. Contractor is responsible for all notification and remedial costs and damages.
23. STATE INFORMATION TECHNOLOGY POLICIES: If Contractor is providing an Executive Branch Agency of the State of Utah with Goods or Custom Deliverables, Contractor shall comply with policies and procedures that meet or exceed those DTS follows for internally developed goods and deliverables to minimize security risk, ensure applicable Utah and Federal laws are followed, address issues with accessibility and mobile device access, and prevent outages and data breaches within the State of Utah’s environment. Contractor shall comply with the following DTS Policies:
a. DTS Policy 4000-0001, Enterprise Application and Database Deployment Policy: A Contractor developing software for the State to develop and establish proper controls that will ensure a clear separation of duties between developing and deploying applications and databases to minimize security risk; to meet due diligence requirements pursuant to applicable Utah and federal regulations; to enforce contractual obligations; and to protect the State's electronic information and information technology assets. 
b. DTS policy 4000-0002, Enterprise Password Standards Policy: A Contractor developing software for the State must ensure it complies with the password requirements of the Enterprise Password Standards Policy. 
c. DTS Policy 4000-0003, Software Development Life Cycle Policy: A Contractor developing software for the State shall work with DTS in implementing a Software Development Lifecycle (SDLC) that addresses key issues of security, accessibility, mobile device access, and standards compliance. 
d. DTS Policy 4000-0004, Change Management Policy: Goods or Custom Deliverables furnished or Services performed by Contractor which have the potential to cause any form of outage or to modify DTS’s or the State of Utah’s infrastructure must be reviewed by the DTS Change Management Committee. Any outages or Data Breaches which are a result of Contractor’s failure to comply with DTS instructions and policies will result in Contractor’s liability for all damages resulting from or associated with the outage or Data Breach. 
24. CONFIDENTIALITY: This section does not apply to records where disclosure is regulated under Federal or State laws.
GRAMA applies only to records, therefore if information (other than Non-Public Data, Public Health Information, or State Data) is disclosed orally by either party which either party wishes to remain confidential, then each party shall adhere to the following:
Each party will: (a) limit disclosure of any such information to Authorized Persons who have a need to know such information in connection with the current or contemplated business relationship between the parties to which this Contract relates, and only for that purpose; (b) advise its Authorized Persons of the proprietary nature of the information and of the obligations set forth in this Contract and require such Authorized Persons to keep the information confidential; (c) shall keep all information strictly confidential by using a reasonable degree of care, but not less than the degree of care used by it in safeguarding its own confidential information; and (d) not disclose any such information received by it to any third parties, except as otherwise agreed to in writing by the disclosing party. Each party will notify the other of any misuse or misappropriation of such information that comes to said party’s attention. 
This duty of confidentiality shall be ongoing and survive the Contract Period.
25. Reserved
26. OWNERSHIP IN INTELLECTUAL PROPERTY: The Parties recognize that each has no right, title, or interest, proprietary or otherwise, in or to the name, logo, or intellectual property owned or licensed by the other. The Parties shall not, without the prior written consent of the other or as authorized in this Contract, use the name, logo, or intellectual property owned or licensed by the other.
27. OWNERSHIP IN CUSTOM DELIVERABLES: Contractor warrants, represents and conveys full ownership, clear title free of all liens and encumbrances to any Custom Deliverable. Contractor conveys the ownership in Custom Deliverables as defined in this Attachment A to the Eligible User. All intellectual property rights, title and interest in the Custom Deliverables shall transfer to the Eligible User, subject to the following:
a. Contractor has received payment for the Custom Deliverables,
b. Each party will retain all rights to Background IP, even if embedded in the Custom Deliverables.
c. Custom Deliverables, excluding Contractor’s Background IP may not be marketed or distributed without written approval by the Eligible User.
Contractor shall grant to the Eligible User a perpetual, irrevocable, royalty-free license to use Contractor’s Background IP as defined above, solely for the Eligible User to use the Custom Deliverables. 
28. LICENSE FOR GOODS: For the Goods delivered that include Contractor’s scripts and code and are not considered Custom Deliverables, Contractor grants the Eligible User a non-exclusive, non-transferable, irrevocable, perpetual right to use, copy, and, without the right to sublicense, for the Eligible User’s internal business operation under this Contract 
29. OWNERSHIP, PROTECTION, AND USE OF RECORDS: The Eligible User shall own exclusive title to all information and data gathered, reports developed, and conclusions reached by the Eligible User in performance of this Contract. Contractor may not use, except in meeting its obligations under this Contract, information gathered, reports developed, or conclusions reached by the Eligible User in performance of this Contract without the express written consent of the Eligible User. 
30. OWNERSHIP, PROTECTION, AND USE OF DATA: The Eligible User shall own and retain unlimited rights to use, disclose, or duplicate all information and data (copyrighted or otherwise) developed, derived, documented, stored, or furnished by Contractor under this Contract. Contractor, and any Subcontractors under its control, expressly agrees not to use Non-Public Data without prior written permission from the Eligible User.
31. OWNERSHIP, PROTECTION, AND USE OF CONFIDENTIAL FEDERAL, UTAH, OR LOCAL GOVERNMENT INTERNAL BUSINESS PROCESSES AND PROCEDURES: In the event that the Eligible User provides Contractor with confidential federal or state business processes, policies, procedures, or practices, pursuant to this Contract, Contractor shall hold such information in confidence, in accordance with applicable laws and industry standards of confidentiality, and not to copy, reproduce, sell, assign, license, market, transfer, or otherwise dispose of, give, or disclose such information to third parties or use such information for any purpose whatsoever other than the performance of this Contract. The improper use or disclosure by any party of protected internal federal or state business processes, policies, procedures, or practices is prohibited. Confidential federal or state business processes, policies, procedures, or practices shall not be divulged by Contractor or its Subcontractors, except for the performance of this Contract, unless prior written consent has been obtained in advance from the Eligible User.
32. OWNERSHIP, PROTECTION, AND RETURN OF DOCUMENTS AND DATA UPON CONTRACT TERMINATION OR COMPLETION: All documents and data pertaining to work required by this Contract will be the property of the Eligible User, and must be delivered to the Eligible User within thirty (30) working days after termination or expiration of this Contract, and without restriction or limitation to their future use. Any State Data returned under this section must either be in the format as originally provided, in a format that is readily usable by the Eligible User, or formatted in a way that it can be used. The costs for returning documents and data to the Eligible User are included in this Contract.
33. ORDERING AND INVOICING: For State of Utah Executive Branch Agencies, a purchase order must be sent to the Contractor by DTS prior to any work being initiated, product shipped, or invoices cut under this contract. All orders will be shipped promptly in accordance with the delivery schedule. Contractor will promptly submit invoices (within 30 days after shipment or delivery of goods or services, with the exclusion of end of fiscal year invoicing for Executive Branch Agencies) to the appropriate Eligible User. The contract number shall be listed on all invoices, freight tickets, and correspondence relating to an order under this Contract. The prices paid by the Eligible User shall not exceed prices listed in this Contract. The Eligible User shall adjust or return any invoice reflecting incorrect pricing. For Executive Branch Agencies, Contractor must send all invoices no later than July 10, or the last working day prior, to the State for all work completed or items received during the State’s fiscal year of July 1-June 30.
34. PAYMENT AND NOTICE:  
a. Payments will be made within thirty (30) days from the date a correct invoice is received. For Executive Branch Agencies, a correct invoice will contain the contract and purchase order numbers as indicated in Section 33. After sixty (60) days from the date a correct invoice is received by the appropriate State official, the Contractor may assess interest on overdue, undisputed account charges up to the interest rate paid by the IRS on refund claims, plus two percent, computed in accordance with Section 15-6-3, Utah Prompt Payment Act of Utah Code, as amended.	
b. The contract costs may be changed only by written amendment. All payments to Contractor will be remitted by mail, by electronic funds transfer, or by the Eligible User’s purchasing card (major credit card). The Division will not pay electronic payment fees of any kind.
c. Any written protest of the final contract payment must filed with the Eligible User within ten (10) working days of receipt of final payment. If no protest is received, the Eligible User, the Division, and the State of Utah are released from all claims and all liability to Contractor for fees and costs pursuant to this Contract.
d. Overpayment: If during or subsequent to the Contract an audit determines that payments were incorrectly reported or paid by the Eligible User to Contractor, then Contractor shall, upon written request, immediately refund to the Eligible User any such overpayments.
35. CONTRACTOR’S INSURANCE RESPONSIBILITY: The Contractor shall maintain the following insurance coverage:
a. Workers’ compensation insurance during the term of this Contract for all its employees and any Subcontractor employees related to this Contract. Workers’ compensation insurance shall cover full liability under the workers’ compensation laws of the jurisdiction in which the work is performed at the statutory limits required by said jurisdiction.
b. Commercial general liability [CGL] insurance from an insurance company authorized to do business in the State of Utah. The limits of the CGL insurance policy will be no less than one million dollars ($1,000,000.00) per person per occurrence and three million dollars ($3,000,000.00) aggregate.
c. Commercial automobile liability [CAL] insurance from an insurance company authorized to do business in the State of Utah. The CAL insurance policy must cover bodily injury and property damage liability and be applicable to all vehicles used in your performance of Services under this Agreement whether owned, non-owned, leased, or hired. The minimum liability limit must be $1 million per occurrence, combined single limit. The CAL insurance policy is required if Contractor will use a vehicle in the performance of this Contract.
d. Other insurance policies specified in the Solicitation.
Certificate of Insurance, showing up-to-date coverage, shall be on file with the State before the Contract may commence. Failure to provide proof of insurance as required will be deemed a material breach of this Contract. 
Contractor’s failure to maintain this insurance requirement for the Contract Period will be grounds for immediate termination.
36. ADDITIONAL INSURANCE REQUIREMENTS:
a. Professional liability insurance in the amount as described in the Solicitation for this Contract, if applicable.
b. Any other insurance policies described or referenced in the Solicitation for this Contract.
c. Any type of insurance or any increase of limits of liability not described in this Contract which the Contractor requires for its own protection or on account of any federal, Utah, or local statute, rule, or regulation shall be its own responsibility, and shall be provided at Contractor’s own expense.
d. The carrying of insurance required by this Contract shall not be interpreted as relieving the Contractor of any other responsibility or liability under this Contract or any applicable law, statute, rule, regulation, or order. Contractor must provide proof of the above listed policies within thirty (30) days of being awarded this Contract.
37. ASSIGNMENT/SUBCONTRACT: Contractor will not assign, sell, transfer, subcontract or sublet rights, or delegate responsibilities under this Contract, in whole or in part, without the prior written approval of the Division. 
38. TERMINATION: This Contract may be terminated for cause by either party upon written notice being given by the other party. The party in violation will be given ten (10) calendar days, or as otherwise agreed upon in writing, after notification to correct and cease the violations, after which this Contract may be terminated for cause immediately and subject to the remedies below. This Contract may also be terminated without cause (for convenience) by the Division, upon thirty (30) calendar days written termination notice being given to the Contractor. The Division and the Contractor may agree to terminate this Contract, in whole or in part, at any time by mutual written agreement. 
Contractor shall be compensated for the Services properly performed and goods properly provided pursuant to this Contract up to the effective date of termination as stated in the notice. Contractor agrees that in the event of termination for cause or without cause, Contractor’s sole remedy and monetary recovery from the Division, the Eligible User, or the State of Utah is limited to payment for all work properly performed as authorized under this Contract up to the date of termination, and any reasonable pro-rated monies that may be owed as a result of Contractor having to terminate other contracts necessarily and appropriately entered into by Contractor pursuant to this Contract, after receipt and verification of documented evidence of those terminated contracts. 
39. TERMINATION UPON DEFAULT: In the event this Contract is terminated for default by Contractor, the Division may procure Goods, Custom Deliverables, or Services similar to those terminated, and Contractor shall be liable to the Division for any and all cover costs and damages.
40. SUSPENSION OF WORK: The Division may suspend Contractor’s responsibilities under this Contract without terminating this Contract by issuing a written notice. Contractor’s responsibilities may then be reinstated upon written notice from the Division.
41. DEFAULT AND REMEDIES: Any of the following events will constitute cause for the Division to declare Contractor in default of this Contract for nonperformance of contractual requirements or a material breach of any term or condition of this Contract. The Division will issue a written notice of default and may provide a fourteen (14) day period in which Contractor will have an opportunity to cure. Time allowed for cure will not diminish or eliminate Contractor's liability for damages. If the default remains, after Contractor has been provided the opportunity to cure, the Division may exercise any remedy provided by law; terminate this Contract and any related contracts or portions thereof; (c) impose liquidated damages, if liquidated damages are listed in the contract; (d) suspend or debar Contractor from receiving future solicitations; or (e) demand a full refund of the Goods, Custom Deliverables, or Services furnished by Contractor that are defective or Services that were inadequately performed.
42. FORCE MAJEURE: Neither party to this Contract will be held responsible for delay or default caused by fire, riot, acts of God, or war which is beyond that party's reasonable control. The Division may immediately terminate this Contract after determining such delay will reasonably prevent successful performance of this Contract.
43. CONFLICT OF TERMS: Contractor terms and conditions must be attached to this Contract. No other terms and conditions will apply to this Contract, including terms listed or referenced on a Contractor’s website, quotation/sales order, purchase orders, or invoice. In the event of any conflict in the contract terms and conditions, the order of precedence is: (a) This Attachment A; (b) the Division’s Contract Signature Page(s); (c) State of Utah’s Additional Terms and Conditions, if any; and (d) Contractor Terms and Conditions, if any. Attachment A will be given precedence over any provisions including, limitation of liability, indemnification, standard of care, insurance, or warranty, and will not be nullified by or exception created by more specific terms elsewhere in this Contract.
44. SURVIVORSHIP: The contractual provisions that will remain in effect after expiration or termination of this Contract are: (a) Contract Jurisdiction, Choice of Law, and Venue; (b) Secure Protection and Handling of State Data; (c) Data Breach Responsibilities; (d) Ownership in Custom Deliverables; (e) Ownership, Protection, and Use of Records, including Residuals of such records; and (f) Ownership, Protection, and Use of Confidential Federal, Utah, or Local Government Internal Business Processes, including residuals of such confidential business processes; (g) Ownership, Protection, and Return of Documents and Data Upon Contract Termination or Completion; (h) Confidentiality; (i) Conflict of Terms; and (j) any other terms that by their nature would survive the expiration, completion, or termination of this contract.
45. RELEVANT STATE AND FEDERAL LAWS
a. Conflict of Interest with State Employees: Contractor shall comply and cooperate in good faith with all conflict of interest and ethic laws, including Section 63G-6a-2404, Utah Procurement Code, as amended.
b. Procurement Ethics: Contractor understands that a person who is interested in any way in the sale of any supplies, services, products, construction, or insurance to the State of Utah is violating the law if the person gives or offers to give any compensation, gratuity, contribution, loan, or reward, or any promise thereof to any person acting as a procurement officer on behalf of the State of Utah, or who in any official capacity participates in the procurement of such supplies, services, products, construction, or insurance, whether it is given for their own use or for the use or benefit of any other person or organization (63G-6a-2304.5, Utah Procurement Code, as amended).
c. Contact Information: Per Utah Code §§63G-6a-110 and 35A-2-203, the State shall make Contractor’s contact information available to the State of Utah Department of Workforce Services. The State of Utah Department of Workforce Services may post information regarding Contractor’s job vacancies on its website.
d. Employment Practices: Contractor shall abide by the following employment laws: (i)Title VI and VII of the Civil Rights Act of 1964 (42 U.S.C. 2000e) which prohibits discrimination against any employee or applicant for employment or any applicant or recipient of services, on the basis of race, religion, color, or national origin; (ii) Executive Order No. 11246, as amended, which prohibits discrimination on the basis of sex; (iii) 45 CFR 90 which prohibits discrimination on the basis of age; (iv) Section 504 of the Rehabilitation Act of 1973, or the Americans with Disabilities Act of 1990 which prohibits discrimination on the basis of disabilities; and (v) Utah's Executive Order 2019-1, dated February 5, 2019, which prohibits unlawful harassment in the work place. Contractor shall abide by any other laws, regulations, or orders that prohibit the discrimination of any kind of any of Contractor’s employees.
e. Compliance with Accessibility Standards: Contractor shall comply with the Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973. Contractor shall comply with Utah Administrative Code R895-14-3(3), which states that contractors developing new websites or applications for State agencies are required to meet accessibility guidelines subject to rule R895 and correct any items that do not meet these guidelines at no cost to the agency. Contractor shall comply with Utah Administrative Code R895-14-4(2), which states that contractors proposing IT products and services shall provide Voluntary Product Accessibility Template® (VPAT™) documents.
46. RIGHT TO MONITOR PERFORMANCE AND AUDIT
a. Audit: Contractor shall, upon written notification permit the Division, or a third party designated by the Division, to perform an assessment, audit, examination, or review of all of Contractor’s sites and environments - including physical, technical, and virtual sites and environments - in order to confirm Contractor’s compliance with this Contract; associated scopes of work; and applicable laws, regulations, and industry standards. Contractor shall fully cooperate with such assessment by providing access to knowledgeable personnel; physical premises; records; technical and physical infrastructures; and any other person, place, or object which may assist the Division or its designee in completing such assessment. Upon request, Contractor shall provide the results of any audit performed by or on behalf of Contractor that would assist the Division or its designee in confirming Contractor’s compliance with this Contract; associated scopes of work; and applicable laws, regulations, and industry standards.
b. Monitor Performance: The Division and Eligible Users reserve the right to monitor Contractor’s performance, perform plan checks, plan reviews, other reviews, and/or comment upon the Services of Contractor. This includes Contractor’s Subcontractors, if any. Results of any evaluation may be made available to the Contractor upon Contractor’s request. 
47. TIME IS OF THE ESSENCE: The Services shall be completed and Goods and Custom Deliverables delivered by any applicable deadline stated in this Contract. Time is of the essence. 
48. STANDARD OF CARE: For Services of Contractor which require licenses and certifications, such Services shall be performed in accordance with the standard of care exercised by licensed members of their respective professions having substantial experience providing similar services which similarities include the type, magnitude, and complexity of the Services that are the subject of this Contract. 
49. LARGE VOLUME DISCOUNT PRICING: Eligible Users may seek to obtain additional volume discount pricing for large orders provided Contractor is willing to offer additional discounts for large volume orders.  No amendment to this Contract is necessary for Contractor to offer discount pricing to an Eligible User for large volume purchases. 
50. ELIGIBLE USER PARTICIPATION: Participation under this Contract by Eligible Users is voluntarily determined by each Eligible User. Contractor agrees to supply each Eligible User with Goods based upon the same terms, conditions and prices of this Contract.
51. INDIVIDUAL CUSTOMERS: Each Eligible User that purchases Goods from this Contract will be treated as if they were individual customers. Each Eligible User will be responsible to follow the terms and conditions of this Contract.  Contractor agrees that each Eligible User will be responsible for their own charges, fees, and liabilities. Contractor shall apply the charges to each Eligible User individually. The Division is not responsible for any unpaid invoice.
52. QUANTITY ESTIMATES: The Division does not guarantee any purchase amount under this Contract.  Estimated quantities are for Solicitation purposes only and are not to be construed as a guarantee.
53. ORDERING: Orders will be placed by the using Eligible User directly with Contractor. All orders will be shipped promptly in accordance with the terms of this Contract. 
54. REPORTS AND FEES:  
a. Administrative Fee: Contractor agrees to provide a quarterly administrative fee to the State in the form of a check, EFT or online payment through the Division’s Automated Vendor Usage Management System.  Checks will be payable to the “State of Utah Division of Purchasing” and will be sent to State of Utah, Division of Purchasing, Attn: Cooperative Contracts, PO Box 141061, Salt Lake City, UT  84114-1061.  The Administrative Fee will be the amount listed in the Solicitation and will apply to all purchases (net of any returns, credits, or adjustments) made under this Contract.
b. Quarterly Reports: Contractor agrees to provide a quarterly utilization report, reflecting net sales to the State during the associated fee period. The report will show the dollar volume of purchases by each Eligible User. The quarterly report will be provided in secure electronic format through the Division’s Automated Vendor Usage Management System found at: https://statecontracts.utah.gov/Vendor. 
c. Report Schedule: Quarterly utilization reports shall be made in accordance with the following schedule:
Period End		Reports Due
March 31		April 30
June 30			July 31
September 30		October 31
December 31		January 31
d. Fee Payment: After the Division receives the quarterly utilization report it will send Contractor an invoice for the total quarterly administrative fee owed to the Division. Contractor shall pay the quarterly administrative fee within thirty (30) days from receipt of invoice.
55. Timely Reports and Fees: If the quarterly administrative fee is not paid by thirty (30) days of receipt of invoice or quarterly utilization reports are not received by the report due date, then Contractor will be in material breach of this Contract.  
     (Revision Date: 23 April 2020)

VERMONT
STATE OF VERMONT
STANDARD RIDER 
TO SOFTWARE LICENSES AND END USER LICENSE AGREEMENTS

1. MODIFICATIONS TO PROVIDER DOCUMENTS.  The State and the Software Publisher/Services Provider (“Provider”) specifically agree that, for purposes of execution of the Provider Documents and this Rider (collectively, “Agreement”), and notwithstanding any language to the contrary in Provider Documents, the Provider Documents are hereby modified and superseded as follows: 
(a) Any requirement that the State defend or indemnify any party or otherwise be liable for the expenses or reimbursement, including attorneys’ fees, collection costs or license verification costs of any party, is hereby deleted. 
(b) Any requirement that the State agree to binding arbitration or otherwise waive the State’s right to a jury trial is hereby deleted.
(c) Provider Documents shall be governed by and construed in accordance with the laws of the State of Vermont and that any action or proceeding brought by either the State or Provider in connection with this Agreement shall be brought and enforced in the Superior Court of the State of Vermont, Civil Division, Washington Unit. 
(d) Nothing in the Provider Documents shall constitute an implied or deemed waiver of the immunities, defenses, rights or actions arising out of State’s sovereign status or under the Eleventh Amendment to the United States Constitution. 
(e) Any provision which limits the time within which an action may be brought is hereby deleted. 
(f) Any obligations of the State to maintain the confidentiality of information shall be subject to the laws of the State of Vermont.
(g) State purchases must be invoiced tax free. An exemption certificate will be furnished upon request covering otherwise taxable items.  
(h) To the extent Provider Documents permit access to State systems for the purpose of verifying State compliance with the terms of the Provider Documents, then, in lieu of any such right, the following shall apply: upon request and not more frequently than annually, the State agrees to provide Provider with a certified report concerning the State’s use of any software licensed for State use pursuant this Agreement. Provider agrees that any non-compliance indicated by the report shall not constitute infringement of Provider’s intellectual property rights, and that settlement payment mutually agreeable to the parties shall be the exclusive remedy for any such non-compliance. This clause shall not be interpreted to provide an independent right to access State systems where there is no such right expressed in Provider Documents.
(i) Any time software is delivered to the State, whether delivered via electronic media or the internet, to Provider’s best knowledge following due inquiry, no portion of such software or the media upon which it is stored or delivered will have any type of software routine or other element which is designed to facilitate unauthorized access to or intrusion upon; or unrequested disabling or erasure of; or unauthorized interference with the operation of any hardware, software, data or peripheral equipment of or utilized by the State.
(j) Limitations or exclusions of liability shall not apply to State claims arising out of (i) Provider’s confidentiality obligations (ii) Provider’s obligations to defend and indemnify the State; (iii) personal injury or damage to real or tangible personal property; or (iv) gross negligence, fraud or intentional misconduct. Limits of liability for State claims shall not be construed to limit Provider’s liability to any third party for any claims a third party may have directly against Provider which may arise out of Provider’s acts or omissions in the performance of this Agreement.
(k) To the extent Provider is a “data collector” for purposes of 9 V.S.A. §2430, it shall comply with all applicable requirements of 9 V.S.A. §2435.  
(l) Records Available for Audit: Provider shall maintain all records pertaining to performance under this Agreement.  “Records” means any written or recorded information, regardless of physical form or characteristics, which is produced or acquired by Provider in the performance of this agreement.  Records produced or acquired in a machine readable electronic format shall be maintained in that format. The records described shall be made available at reasonable times during the period of this Agreement and for three years thereafter or for any period required by law for inspection by any authorized representatives of the State or Federal Government.  If any litigation, claim, or audit is started before the expiration of the three-year period, the records shall be retained until all litigation, claims or audit findings involving the records have been resolved.
(m) Fair Employment Practices and Americans with Disabilities Act: Provider agrees to comply with the requirement of Title 21 V.S.A. Chapter 5, Subchapter 6, relating to fair employment practices, to the full extent applicable. Provider shall also ensure, to the full extent required by the Americans with Disabilities Act of 1990, as amended, that qualified individuals with disabilities receive equitable access to the services, programs, and activities provided by Provider under this Agreement. Provider further agrees to include this provision in all subcontracts for services performed pursuant to this Agreement in the State of Vermont.
(n) The State may set off any sums which Provider owes the State against any sums due Provider under this Agreement; provided, however, that any set off of amounts due the State of Vermont as taxes shall be in accordance with the procedures set forth in 32 V.S.A. § 3113.
(o) Taxes Due to the State: Provider certifies under the pains and penalties of perjury that, as of the date the Agreement is signed, Provider is in good standing with respect to, or in full compliance with, a plan to pay any and all taxes due the State of Vermont.
(p) No Gifts or Gratuities: Provider shall not give title or possession of anything of substantial value (including property, currency, travel and/or education programs) to any officer or employee of the State during the term of this Agreement.
(q) Certification Regarding Debarment: Provider certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, neither Provider nor Provider’s principals (officers, directors, owners, or partners) are presently debarred, suspended, proposed for debarment, declared ineligible or excluded from participation in federal programs, or programs supported in whole or in part by federal funds. Provider further certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, Provider is not presently debarred, suspended, nor named on the State’s debarment list at: http://bgs.vermont.gov/purchasing/debarment
(r) Any provision regarding automatic renewal shall be waived and shall have no force and effect. 
(s) The State retains full right and title to data provided by State and any data derived therefrom, including metadata (collectively, the “State Data”). Provider shall not collect, access, or use user-specific State Data except as strictly necessary to provide licensed service to State. No information regarding State’s use of the licensed service may be disclosed, provided, rented or sold to any third party for any reason unless required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall extend beyond the term of this Agreement in perpetuity. Provider shall not use any information collected in connection with this Agreement, including the State Data, for any purpose other than fulfilling its obligations under this Agreement. At no time may any State Data or processes which either belong to State, or are intended for State’s exclusive use, be copied, disclosed, or retained by Provider for subsequent use in any transaction that does not include State.
For purposes of this Standard State Rider:
“State” shall mean the State of Vermont, acting through one or more of its agencies, departments, boards, commissions or other entities empowered to enter into contracts on behalf of the State.
[bookmark: _Hlk494374648]“Provider Documents” shall mean one or more document, agreement or other instrument required by Provider in connection with the performance of the products and services being procured by the State, regardless of format, including the license agreement, end user license agreement or similar document to which this Rider is attached, any hyperlinks to documents contained in the Provider Documents and any other paper or “shrinkwrap,” “clickwrap” or other electronic version thereof.

2. ORDER OF PRECEDENCE. Notwithstanding any other provision or other unilateral license terms which may be issued by Provider after the dated date of this Rider, and irrespective of whether any such provisions have been proposed prior to or after the issuance of an order for the products and services being purchased by the State, as applicable, the components of which are licensed under the Provider Documents, or the fact that such other agreement may be affixed to or accompany the products and services being purchased by the State, as applicable, upon delivery (“shrink wrap”), the terms and conditions set forth herein shall supersede and govern licensing and delivery of all products and services hereunder. This Rider shall in all cases take precedence over the Provider Documents and any ambiguity, conflict or inconsistency in the Provider Documents shall be resolved in accordance with this order of precedence.  
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 ATTACHMENT C: STANDARD STATE PROVISIONS 
FOR CONTRACTS AND GRANTS 
REVISED DECEMBER 15, 2017 
1. Definitions: For purposes of this Attachment, “Party” shall mean the Contractor, Grantee or Subrecipient, with whom the State of Vermont is executing this Agreement and consistent with the form of the Agreement. “Agreement” shall mean the specific contract or grant to which this form is attached. 
2. Entire Agreement: This Agreement, whether in the form of a contract, State-funded grant, or Federally-funded grant, represents the entire agreement between the parties on the subject matter. All prior agreements, representations, statements, negotiations, and understandings shall have no effect. 
3. Governing Law, Jurisdiction and Venue; No Waiver of Jury Trial: This Agreement will be governed by the laws of the State of Vermont. Any action or proceeding brought by either the State or the Party in connection with this Agreement shall be brought and enforced in the Superior Court of the State of Vermont, Civil Division, Washington Unit. The Party irrevocably submits to the jurisdiction of this court for any action or proceeding regarding this Agreement. The Party agrees that it must first exhaust any applicable administrative remedies with respect to any cause of action that it may have against the State with regard to its performance under this Agreement. Party agrees that the State shall not be required to submit to binding arbitration or waive its right to a jury trial. 
4. Sovereign Immunity: The State reserves all immunities, defenses, rights or actions arising out of the State’s sovereign status or under the Eleventh Amendment to the United States Constitution. No waiver of the State’s immunities, defenses, rights or actions shall be implied or otherwise deemed to exist by reason of the State’s entry into this Agreement. 
5. No Employee Benefits For Party: The Party understands that the State will not provide any individual retirement benefits, group life insurance, group health and dental insurance, vacation or sick leave, workers compensation or other benefits or services available to State employees, nor will the State withhold any state or Federal taxes except as required under applicable tax laws, which shall be determined in advance of execution of the Agreement. The Party understands that all tax returns required by the Internal Revenue Code and the State of Vermont, including but not limited to income, withholding, sales and use, and rooms and meals, must be filed by the Party, and information as to Agreement income will be provided by the State of Vermont to the Internal Revenue Service and the Vermont Department of Taxes. 
6. Independence: The Party will act in an independent capacity and not as officers or employees of the State. 
7. Defense and Indemnity: The Party shall defend the State and its officers and employees against all third party claims or suits arising in whole or in part from any act or omission of the Party or of any agent of the Party in connection with the performance of this Agreement. The State shall notify the Party in the event of any such claim or suit, and the Party shall immediately retain counsel and otherwise provide a complete defense against the entire claim or suit. The State retains the right to participate at its own expense in the defense of any claim. The State shall have the right to approve all proposed settlements of such claims or suits. 
After a final judgment or settlement, the Party may request recoupment of specific defense costs and may file suit in Washington Superior Court requesting recoupment. The Party shall be entitled to recoup costs only upon a showing that such costs were entirely unrelated to the defense of any claim arising from an act or omission of the Party in connection with the performance of this Agreement. 
The Party shall indemnify the State and its officers and employees if the State, its officers or employees become legally obligated to pay any damages or losses arising from any act or omission of the Party or an agent of the Party in connection with the performance of this Agreement. 
Notwithstanding any contrary language anywhere, in no event shall the terms of this Agreement or any document furnished by the Party in connection with its performance under this Agreement obligate the State to (1) defend or indemnify the Party or any third party, or (2) otherwise be liable for the expenses or reimbursement, including attorneys’ fees, collection costs or other costs of the Party or any third party. 
8. Insurance: Before commencing work on this Agreement the Party must provide certificates of insurance to show that the following minimum coverages are in effect. It is the responsibility of the Party to maintain current certificates of insurance on file with the State through the term of this Agreement. No warranty is made that the coverages and limits listed Attachment C - Page 2 of 5 

herein are adequate to cover and protect the interests of the Party for the Party’s operations. These are solely minimums that have been established to protect the interests of the State. 
Workers Compensation: With respect to all operations performed, the Party shall carry workers’ compensation insurance in accordance with the laws of the State of Vermont. Vermont will accept an out-of-state employer's workers’ compensation coverage while operating in Vermont provided that the insurance carrier is licensed to write insurance in Vermont and an amendatory endorsement is added to the policy adding Vermont for coverage purposes. Otherwise, the party shall secure a Vermont workers’ compensation policy, if necessary to comply with Vermont law. 
General Liability and Property Damage: With respect to all operations performed under this Agreement, the Party shall carry general liability insurance having all major divisions of coverage including, but not limited to: 
Premises - Operations 
Products and Completed Operations 
Personal Injury Liability 
Contractual Liability 
The policy shall be on an occurrence form and limits shall not be less than: 
$1,000,000 Each Occurrence 
$2,000,000 General Aggregate 
$1,000,000 Products/Completed Operations Aggregate 
$1,000,000 Personal & Advertising Injury 
Automotive Liability: The Party shall carry automotive liability insurance covering all motor vehicles, including hired and non-owned coverage, used in connection with the Agreement. Limits of coverage shall not be less than $500,000 combined single limit. If performance of this Agreement involves construction, or the transport of persons or hazardous materials, limits of coverage shall not be less than $1,000,000 combined single limit. 
Additional Insured. The General Liability and Property Damage coverages required for performance of this Agreement shall include the State of Vermont and its agencies, departments, officers and employees as Additional Insureds. If performance of this Agreement involves construction, or the transport of persons or hazardous materials, then the required Automotive Liability coverage shall include the State of Vermont and its agencies, departments, officers and employees as Additional Insureds. Coverage shall be primary and non-contributory with any other insurance and self-insurance. 
Notice of Cancellation or Change. There shall be no cancellation, change, potential exhaustion of aggregate limits or non-renewal of insurance coverage(s) without thirty (30) days written prior written notice to the State. 
9. Reliance by the State on Representations: All payments by the State under this Agreement will be made in reliance upon the accuracy of all representations made by the Party in accordance with this Agreement, including but not limited to bills, invoices, progress reports and other proofs of work. 
10. False Claims Act: The Party acknowledges that it is subject to the Vermont False Claims Act as set forth in 32 V.S.A. § 630 et seq. If the Party violates the Vermont False Claims Act it shall be liable to the State for civil penalties, treble damages and the costs of the investigation and prosecution of such violation, including attorney’s fees, except as the same may be reduced by a court of competent jurisdiction. The Party’s liability to the State under the False Claims Act shall not be limited notwithstanding any agreement of the State to otherwise limit Party’s liability. 
11. Whistleblower Protections: The Party shall not discriminate or retaliate against one of its employees or agents for disclosing information concerning a violation of law, fraud, waste, abuse of authority or acts threatening health or safety, including but not limited to allegations concerning the False Claims Act. Further, the Party shall not require such employees or agents to forego monetary awards as a result of such disclosures, nor should they be required to report misconduct to the Party or its agents prior to reporting to any governmental entity and/or the public. 
12. Location of State Data: No State data received, obtained, or generated by the Party in connection with performance under this Agreement shall be processed, transmitted, stored, or transferred by any means outside the continental United States, except with the express written permission of the State. 
13. Records Available for Audit: The Party shall maintain all records pertaining to performance under this agreement. “Records” means any written or recorded information, regardless of physical form or characteristics, which is produced or Attachment C - Page 3 of 5 

acquired by the Party in the performance of this agreement. Records produced or acquired in a machine readable electronic format shall be maintained in that format. The records described shall be made available at reasonable times during the period of the Agreement and for three years thereafter or for any period required by law for inspection by any authorized representatives of the State or Federal Government. If any litigation, claim, or audit is started before the expiration of the three-year period, the records shall be retained until all litigation, claims or audit findings involving the records have been resolved. 
14. Fair Employment Practices and Americans with Disabilities Act: Party agrees to comply with the requirement of 21 V.S.A. Chapter 5, Subchapter 6, relating to fair employment practices, to the full extent applicable. Party shall also ensure, to the full extent required by the Americans with Disabilities Act of 1990, as amended, that qualified individuals with disabilities receive equitable access to the services, programs, and activities provided by the Party under this Agreement. 
15. Set Off: The State may set off any sums which the Party owes the State against any sums due the Party under this Agreement; provided, however, that any set off of amounts due the State of Vermont as taxes shall be in accordance with the procedures more specifically provided hereinafter. 
16. Taxes Due to the State: 
A. Party understands and acknowledges responsibility, if applicable, for compliance with State tax laws, including income tax withholding for employees performing services within the State, payment of use tax on property used within the State, corporate and/or personal income tax on income earned within the State. 
B. Party certifies under the pains and penalties of perjury that, as of the date this Agreement is signed, the Party is in good standing with respect to, or in full compliance with, a plan to pay any and all taxes due the State of Vermont. 
C. Party understands that final payment under this Agreement may be withheld if the Commissioner of Taxes determines that the Party is not in good standing with respect to or in full compliance with a plan to pay any and all taxes due to the State of Vermont. 
D. Party also understands the State may set off taxes (and related penalties, interest and fees) due to the State of Vermont, but only if the Party has failed to make an appeal within the time allowed by law, or an appeal has been taken and finally determined and the Party has no further legal recourse to contest the amounts due. 

17. Taxation of Purchases: All State purchases must be invoiced tax free. An exemption certificate will be furnished upon request with respect to otherwise taxable items. 
18. Child Support: (Only applicable if the Party is a natural person, not a corporation or partnership.) Party states that, as of the date this Agreement is signed, he/she: 
A. is not under any obligation to pay child support; or 
B. is under such an obligation and is in good standing with respect to that obligation; or 
C. has agreed to a payment plan with the Vermont Office of Child Support Services and is in full compliance with that plan. 

Party makes this statement with regard to support owed to any and all children residing in Vermont. In addition, if the Party is a resident of Vermont, Party makes this statement with regard to support owed to any and all children residing in any other state or territory of the United States. 
19. Sub-Agreements: Party shall not assign, subcontract or subgrant the performance of this Agreement or any portion thereof to any other Party without the prior written approval of the State. Party shall be responsible and liable to the State for all acts or omissions of subcontractors and any other person performing work under this Agreement pursuant to an agreement with Party or any subcontractor. 
In the case this Agreement is a contract with a total cost in excess of $250,000, the Party shall provide to the State a list of all proposed subcontractors and subcontractors’ subcontractors, together with the identity of those subcontractors’ workers compensation insurance providers, and additional required or requested information, as applicable, in accordance with Section 32 of The Vermont Recovery and Reinvestment Act of 2009 (Act No. 54). 
Party shall include the following provisions of this Attachment C in all subcontracts for work performed solely for the State of Vermont and subcontracts for work performed in the State of Vermont: Section 10 (“False Claims Act”); Section 11 (“Whistleblower Protections”); Section 12 (“Location of State Data”); Section 14 (“Fair Employment Practices and Attachment C - Page 4 of 5 

Americans with Disabilities Act”); Section 16 (“Taxes Due the State”); Section 18 (“Child Support”); Section 20 (“No Gifts or Gratuities”); Section 22 (“Certification Regarding Debarment”); Section 30 (“State Facilities”); and Section 32.A (“Certification Regarding Use of State Funds”). 
20. No Gifts or Gratuities: Party shall not give title or possession of anything of substantial value (including property, currency, travel and/or education programs) to any officer or employee of the State during the term of this Agreement. 
21. Copies: Party shall use reasonable best efforts to ensure that all written reports prepared under this Agreement are printed using both sides of the paper. 
22. Certification Regarding Debarment: Party certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, neither Party nor Party’s principals (officers, directors, owners, or partners) are presently debarred, suspended, proposed for debarment, declared ineligible or excluded from participation in Federal programs, or programs supported in whole or in part by Federal funds. 
Party further certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, Party is not presently debarred, suspended, nor named on the State’s debarment list at: http://bgs.vermont.gov/purchasing/debarment 
23. Conflict of Interest: Party shall fully disclose, in writing, any conflicts of interest or potential conflicts of interest. 
24. Confidentiality: Party acknowledges and agrees that this Agreement and any and all information obtained by the State from the Party in connection with this Agreement are subject to the State of Vermont Access to Public Records Act, 1 V.S.A. § 315 et seq. 
25. Force Majeure: Neither the State nor the Party shall be liable to the other for any failure or delay of performance of any obligations under this Agreement to the extent such failure or delay shall have been wholly or principally caused by acts or events beyond its reasonable control rendering performance illegal or impossible (excluding strikes or lock-outs) (“Force Majeure”). Where Force Majeure is asserted, the nonperforming party must prove that it made all reasonable efforts to remove, eliminate or minimize such cause of delay or damages, diligently pursued performance of its obligations under this Agreement, substantially fulfilled all non-excused obligations, and timely notified the other party of the likelihood or actual occurrence of an event described in this paragraph. 
26. Marketing: Party shall not refer to the State in any publicity materials, information pamphlets, press releases, research reports, advertising, sales promotions, trade shows, or marketing materials or similar communications to third parties except with the prior written consent of the State. 
27. Termination: 
A. Non-Appropriation: If this Agreement extends into more than one fiscal year of the State (July 1 to June 30), and if appropriations are insufficient to support this Agreement, the State may cancel at the end of the fiscal year, or otherwise upon the expiration of existing appropriation authority. In the case that this Agreement is a Grant that is funded in whole or in part by Federal funds, and in the event Federal funds become unavailable or reduced, the State may suspend or cancel this Grant immediately, and the State shall have no obligation to pay Subrecipient from State revenues. 
B. Termination for Cause: Either party may terminate this Agreement if a party materially breaches its obligations under this Agreement, and such breach is not cured within thirty (30) days after delivery of the non-breaching party’s notice or such longer time as the non-breaching party may specify in the notice. 
C. Termination Assistance: Upon nearing the end of the final term or termination of this Agreement, without respect to cause, the Party shall take all reasonable and prudent measures to facilitate any transition required by the State. All State property, tangible and intangible, shall be returned to the State upon demand at no additional cost to the State in a format acceptable to the State. 

28. Continuity of Performance: In the event of a dispute between the Party and the State, each party will continue to perform its obligations under this Agreement during the resolution of the dispute until this Agreement is terminated in accordance with its terms. Attachment C - Page 5 of 5 

29. No Implied Waiver of Remedies: Either party’s delay or failure to exercise any right, power or remedy under this Agreement shall not impair any such right, power or remedy, or be construed as a waiver of any such right, power or remedy. All waivers must be in writing. 
30. State Facilities: If the State makes space available to the Party in any State facility during the term of this Agreement for purposes of the Party’s performance under this Agreement, the Party shall only use the space in accordance with all policies and procedures governing access to and use of State facilities which shall be made available upon request. State facilities will be made available to Party on an “AS IS, WHERE IS” basis, with no warranties whatsoever. 
31. Requirements Pertaining Only to Federal Grants and Subrecipient Agreements: If this Agreement is a grant that is funded in whole or in part by Federal funds: 
A. Requirement to Have a Single Audit: The Subrecipient will complete the Subrecipient Annual Report annually within 45 days after its fiscal year end, informing the State of Vermont whether or not a Single Audit is required for the prior fiscal year. If a Single Audit is required, the Subrecipient will submit a copy of the audit report to the granting Party within 9 months. If a single audit is not required, only the Subrecipient Annual Report is required. 

For fiscal years ending before December 25, 2015, a Single Audit is required if the subrecipient expends $500,000 or more in Federal assistance during its fiscal year and must be conducted in accordance with OMB Circular A-133. For fiscal years ending on or after December 25, 2015, a Single Audit is required if the subrecipient expends $750,000 or more in Federal assistance during its fiscal year and must be conducted in accordance with 2 CFR Chapter I, Chapter II, Part 200, Subpart F. The Subrecipient Annual Report is required to be submitted within 45 days, whether or not a Single Audit is required. 
B. Internal Controls: In accordance with 2 CFR Part II, §200.303, the Party must establish and maintain effective internal control over the Federal award to provide reasonable assurance that the Party is managing the Federal award in compliance with Federal statutes, regulations, and the terms and conditions of the award. These internal controls should be in compliance with guidance in “Standards for Internal Control in the Federal Government” issued by the Comptroller General of the United States and the “Internal Control Integrated Framework”, issued by the Committee of Sponsoring Organizations of the Treadway Commission (COSO). 
C. Mandatory Disclosures: In accordance with 2 CFR Part II, §200.113, Party must disclose, in a timely manner, in writing to the State, all violations of Federal criminal law involving fraud, bribery, or gratuity violations potentially affecting the Federal award. Failure to make required disclosures may result in the imposition of sanctions which may include disallowance of costs incurred, withholding of payments, termination of the Agreement, suspension/debarment, etc. 

32. Requirements Pertaining Only to State-Funded Grants: 
A. Certification Regarding Use of State Funds: If Party is an employer and this Agreement is a State-funded grant in excess of $1,001, Party certifies that none of these State funds will be used to interfere with or restrain the exercise of Party’s employee’s rights with respect to unionization. 
B. Good Standing Certification (Act 154 of 2016): If this Agreement is a State-funded grant, Party hereby represents: (i) that it has signed and provided to the State the form prescribed by the Secretary of Administration for purposes of certifying that it is in good standing (as provided in Section 13(a)(2) of Act 154) with the Agency of Natural Resources and the Agency of Agriculture, Food and Markets, or otherwise explaining the circumstances surrounding the inability to so certify, and (ii) that it will comply with the requirements stated therein. 

[bookmark: _GoBack](End of Standard Provisions)

STATE OF VERMONT
STANDARD RIDER 
TO SOFTWARE LICENSES AND END USER LICENSE AGREEMENTS

3. MODIFICATIONS TO PROVIDER DOCUMENTS.  The State and the Software Publisher/Services Provider (“Provider”) specifically agree that, for purposes of execution of the Provider Documents and this Rider (collectively, “Agreement”), and notwithstanding any language to the contrary in Provider Documents, the Provider Documents are hereby modified and superseded as follows: 
(a) Any requirement that the State defend or indemnify any party or otherwise be liable for the expenses or reimbursement, including attorneys’ fees, collection costs or license verification costs of any party, is hereby deleted. 
(b) Any requirement that the State agree to binding arbitration or otherwise waive the State’s right to a jury trial is hereby deleted.
(c) Provider Documents shall be governed by and construed in accordance with the laws of the State of Vermont and that any action or proceeding brought by either the State or Provider in connection with this Agreement shall be brought and enforced in the Superior Court of the State of Vermont, Civil Division, Washington Unit. 
(d) Nothing in the Provider Documents shall constitute an implied or deemed waiver of the immunities, defenses, rights or actions arising out of State’s sovereign status or under the Eleventh Amendment to the United States Constitution. 
(e) Any provision which limits the time within which an action may be brought is hereby deleted. 
(f) Any obligations of the State to maintain the confidentiality of information shall be subject to the laws of the State of Vermont.
(g) State purchases must be invoiced tax free. An exemption certificate will be furnished upon request covering otherwise taxable items.  
(h) To the extent Provider Documents permit access to State systems for the purpose of verifying State compliance with the terms of the Provider Documents, then, in lieu of any such right, the following shall apply: upon request and not more frequently than annually, the State agrees to provide Provider with a certified report concerning the State’s use of any software licensed for State use pursuant this Agreement. Provider agrees that any non-compliance indicated by the report shall not constitute infringement of Provider’s intellectual property rights, and that settlement payment mutually agreeable to the parties shall be the exclusive remedy for any such non-compliance. This clause shall not be interpreted to provide an independent right to access State systems where there is no such right expressed in Provider Documents.
(i) Any time software is delivered to the State, whether delivered via electronic media or the internet, to Provider’s best knowledge following due inquiry, no portion of such software or the media upon which it is stored or delivered will have any type of software routine or other element which is designed to facilitate unauthorized access to or intrusion upon; or unrequested disabling or erasure of; or unauthorized interference with the operation of any hardware, software, data or peripheral equipment of or utilized by the State.
(j) Limitations or exclusions of liability shall not apply to State claims arising out of (i) Provider’s confidentiality obligations (ii) Provider’s obligations to defend and indemnify the State; (iii) personal injury or damage to real or tangible personal property; or (iv) gross negligence, fraud or intentional misconduct. Limits of liability for State claims shall not be construed to limit Provider’s liability to any third party for any claims a third party may have directly against Provider which may arise out of Provider’s acts or omissions in the performance of this Agreement.
(k) To the extent Provider is a “data collector” for purposes of 9 V.S.A. §2430, it shall comply with all applicable requirements of 9 V.S.A. §2435.  
(l) Records Available for Audit: Provider shall maintain all records pertaining to performance under this Agreement.  “Records” means any written or recorded information, regardless of physical form or characteristics, which is produced or acquired by Provider in the performance of this agreement.  Records produced or acquired in a machine readable electronic format shall be maintained in that format. The records described shall be made available at reasonable times during the period of this Agreement and for three years thereafter or for any period required by law for inspection by any authorized representatives of the State or Federal Government.  If any litigation, claim, or audit is started before the expiration of the three-year period, the records shall be retained until all litigation, claims or audit findings involving the records have been resolved.
(m) Fair Employment Practices and Americans with Disabilities Act: Provider agrees to comply with the requirement of Title 21 V.S.A. Chapter 5, Subchapter 6, relating to fair employment practices, to the full extent applicable. Provider shall also ensure, to the full extent required by the Americans with Disabilities Act of 1990, as amended, that qualified individuals with disabilities receive equitable access to the services, programs, and activities provided by Provider under this Agreement. Provider further agrees to include this provision in all subcontracts for services performed pursuant to this Agreement in the State of Vermont.
(n) The State may set off any sums which Provider owes the State against any sums due Provider under this Agreement; provided, however, that any set off of amounts due the State of Vermont as taxes shall be in accordance with the procedures set forth in 32 V.S.A. § 3113.
(o) Taxes Due to the State: Provider certifies under the pains and penalties of perjury that, as of the date the Agreement is signed, Provider is in good standing with respect to, or in full compliance with, a plan to pay any and all taxes due the State of Vermont.
(p) No Gifts or Gratuities: Provider shall not give title or possession of anything of substantial value (including property, currency, travel and/or education programs) to any officer or employee of the State during the term of this Agreement.
(q) Certification Regarding Debarment: Provider certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, neither Provider nor Provider’s principals (officers, directors, owners, or partners) are presently debarred, suspended, proposed for debarment, declared ineligible or excluded from participation in federal programs, or programs supported in whole or in part by federal funds. Provider further certifies under pains and penalties of perjury that, as of the date that this Agreement is signed, Provider is not presently debarred, suspended, nor named on the State’s debarment list at: http://bgs.vermont.gov/purchasing/debarment
(r) Any provision regarding automatic renewal shall be waived and shall have no force and effect. 
(s) The State retains full right and title to data provided by State and any data derived therefrom, including metadata (collectively, the “State Data”). Provider shall not collect, access, or use user-specific State Data except as strictly necessary to provide licensed service to State. No information regarding State’s use of the licensed service may be disclosed, provided, rented or sold to any third party for any reason unless required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall extend beyond the term of this Agreement in perpetuity. Provider shall not use any information collected in connection with this Agreement, including the State Data, for any purpose other than fulfilling its obligations under this Agreement. At no time may any State Data or processes which either belong to State, or are intended for State’s exclusive use, be copied, disclosed, or retained by Provider for subsequent use in any transaction that does not include State.
For purposes of this Standard State Rider:
“State” shall mean the State of Vermont, acting through one or more of its agencies, departments, boards, commissions or other entities empowered to enter into contracts on behalf of the State.
“Provider Documents” shall mean one or more document, agreement or other instrument required by Provider in connection with the performance of the products and services being procured by the State, regardless of format, including the license agreement, end user license agreement or similar document to which this Rider is attached, any hyperlinks to documents contained in the Provider Documents and any other paper or “shrinkwrap,” “clickwrap” or other electronic version thereof.

4. ORDER OF PRECEDENCE. Notwithstanding any other provision or other unilateral license terms which may be issued by Provider after the dated date of this Rider, and irrespective of whether any such provisions have been proposed prior to or after the issuance of an order for the products and services being purchased by the State, as applicable, the components of which are licensed under the Provider Documents, or the fact that such other agreement may be affixed to or accompany the products and services being purchased by the State, as applicable, upon delivery (“shrink wrap”), the terms and conditions set forth herein shall supersede and govern licensing and delivery of all products and services hereunder. This Rider shall in all cases take precedence over the Provider Documents and any ambiguity, conflict or inconsistency in the Provider Documents shall be resolved in accordance with this order of precedence.  
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BUSINESS ASSOCIATE agreement (VT ADS/AHS)
Revised May 23, 2019

SOV Contractor or Vendor (Contractor Business Associate):
	____________________________________________________
SOV Contract Number:		_________ 	Date of Contract:   _______________
[bookmark: _Hlk8132824]This Business Associate Agreement (“Agreement”) is entered into by and between the State of Vermont Agency of Digital Services as a Business Associate (“ADS”) of the State of Vermont Agency of Human Services (“Covered Entity”) (together “the State”) and the party identified in this Agreement above as Contractor or Vendor (“Contractor Business Associate”). This Agreement supplements and is made a part of the contract identified above (“Contract”).
ADS and Contractor Business Associate enter into this Agreement to comply with the Business Associate Agreement between Covered Entity and ADS, and with standards promulgated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), including the Standards for the Privacy of Individually Identifiable Health Information, at 45 CFR Parts 160 and 164 (“Privacy Rule”), and the Security Standards, at 45 CFR Parts 160 and 164 (“Security Rule”), as amended by Subtitle D of the Health Information Technology for Economic and Clinical Health Act (HITECH), and any associated federal rules and regulations.

The parties agree as follows: 

1.	Definitions.  All capitalized terms used but not otherwise defined in this Agreement have the meanings set forth in 45 CFR Parts 160 and 164 as amended by HITECH and associated federal rules and regulations. Terms defined in this Agreement are italicized. Unless otherwise specified, when used in this Agreement, defined terms used in the singular shall be understood if appropriate in their context to include the plural when applicable. 
  
“ADS Vendor Manager” means that person designated in the Contract as the ADS Vendor Manager, or such person who is subsequently designated in writing by ADS to the Contractor Business Associate.  The ADS Vendor Manager is not authorized to enter into Contract amendments on behalf of ADS or the State.”
 
“Agent” means an Individual acting within the scope of the agency of the Contractor Business Associate, in accordance with the Federal common law of agency, as referenced in 45 CFR § 160.402(c) and includes Workforce members and Subcontractors. 
“Breach” means the acquisition, Access, Use or Disclosure of Protected Health Information (PHI) which compromises the Security or privacy of the PHI, except as excluded in the definition of Breach in 45 CFR § 164.402.  
“Business Associate” shall have the meaning given for “Business Associate” in 45 CFR § 160.103.
“Contractor Business Associate” shall have the meaning given for “Business Associate” in 45 CFR § 160.103 and means Vendor and includes its Workforce, Agents and Subcontractors.
“Electronic PHI” shall mean PHI created, received, maintained or transmitted electronically in accordance with 45 CFR § 160.103.
“Individual” includes a Person who qualifies as a personal representative in accordance with 45 CFR § 164.502(g).  

“Protected Health Information” (“PHI”) shall have the meaning given in 45 CFR § 160.103, limited to the PHI created or received by Contractor Business Associate from or on behalf of ADS or Covered Entity.  

“Required by Law” means a mandate contained in law that compels an entity to make a use or disclosure of PHI and that is enforceable in a court of law and shall have the meaning given in 45 CFR § 164.103.

“Report” means submissions required by this Agreement as provided in section 2.3.
“Security Incident” means the attempted or successful unauthorized Access, Use, Disclosure, modification, or destruction of information or interference with system operations in an Information System relating to PHI in accordance with 45 CFR § 164.304.   
“Services” includes all work performed by the Contractor Business Associate for or on behalf of the State that requires the Use and/or Disclosure of PHI to perform a Business Associate function described in 45 CFR § 160.103.

“Subcontractor” means a Person to whom Contractor Business Associate delegates a function, activity, or service, other than in the capacity of a member of the Workforce of such Contractor Business Associate.

“Successful Security Incident” shall mean a Security Incident that results in the unauthorized Access, Use, Disclosure, modification, or destruction of information or interference with system operations in an Information System. 
“Unsuccessful Security Incident” shall mean a Security Incident such as routine occurrences that do not result in unauthorized Access, Use, Disclosure, modification, or destruction of information or interference with system operations in an Information System, such as: (i) unsuccessful attempts to penetrate computer networks or services maintained by Contractor Business Associate; and (ii) immaterial incidents such as pings and other broadcast attacks on Contractor Business Associate's firewall, port scans, unsuccessful log-on attempts, denials of service and any combination of the above with respect to Contractor Business Associate’s Information System.

“Targeted Unsuccessful Security Incident” means an Unsuccessful Security Incident that appears to be an attempt to obtain unauthorized Access, Use, disclosure, modification or destruction of the Covered Entity’s Electronic PHI.
2.	Contact Information for Privacy and Security Officers and Reports.

2.1 Contractor Business Associate shall provide, within ten (10) days of the execution of this Agreement, written notice to the ADS Vendor Manager the names and contact information of both the HIPAA Privacy Officer and HIPAA Security Officer of the Contractor Business Associate. This information must be updated by Contractor Business Associate any time these contacts change.

2.2	Covered Entity’s HIPAA Privacy Officer and HIPAA Security Officer contact information is posted at: http://humanservices.vermont.gov/policy-legislation/hipaa/hipaa-info-beneficiaries/ahs-hipaa-contacts/

2.3	Contractor Business Associate shall submit all Reports required by this Agreement to the following email address:
AHS.PrivacyAndSecurity@vermont.gov 
[bookmark: OLE_LINK1]3.	Permitted and Required Uses/Disclosures of PHI.  
3.1	Subject to the terms in this Agreement, Contractor Business Associate may Use or Disclose PHI to perform Services, as specified in the Contract. Such Uses and Disclosures are limited to the minimum necessary to provide the Services. Contractor Business Associate shall not Use or Disclose PHI in any manner that would constitute a violation of the Privacy Rule if Used or Disclosed by Covered Entity in that manner. Contractor Business Associate may not Use or Disclose PHI other than as permitted or required by this Agreement or as Required by Law and only in compliance with applicable laws and regulations.
3.2	Contractor Business Associate may make PHI available to its Workforce, Agent and Subcontractor who need Access to perform Services as permitted by this Agreement, provided that Contractor Business Associate makes them aware of the Use and Disclosure restrictions in this Agreement and binds them to comply with such restrictions.  

3.3	Contractor Business Associate shall be directly liable under HIPAA for impermissible Uses and Disclosures of PHI.

4.	Business Activities. Contractor Business Associate may Use PHI if necessary for Contractor Business Associate’s proper management and administration or to carry out its legal responsibilities.  Contractor Business Associate may Disclose PHI for Contractor Business Associate’s proper management and administration or to carry out its legal responsibilities if a Disclosure is Required by Law or if Contractor Business Associate obtains reasonable written assurances via a written agreement from the Person to whom the information is to be Disclosed that such PHI shall remain confidential and be Used or further Disclosed only as Required by Law or for the purpose for which it was Disclosed to the Person, and the Agreement requires the Person to notify Contractor Business Associate, within five (5) business days, in writing of any Breach of Unsecured PHI of which it is aware.  Such Uses and Disclosures of PHI must be of the minimum amount necessary to accomplish such purposes.   

5.	Electronic PHI Security Rule Obligations.  

5.1 With respect to Electronic PHI, Contractor Business Associate shall: 

a) Implement and use Administrative, Physical, and Technical Safeguards in compliance with 45 CFR sections 164.308, 164.310, and 164.312;   

b) Identify in writing upon request from the State all the safeguards that it uses to protect such Electronic PHI;

c)  Prior to any Use or Disclosure of Electronic PHI by an Agent or Subcontractor, ensure that any Agent or Subcontractor to whom it provides Electronic PHI agrees in writing to implement and use Administrative, Physical, and Technical Safeguards that reasonably and appropriately protect the Confidentiality, Integrity and Availability of Electronic PHI. The written agreement must identify the State as a direct and intended third party beneficiary with the right to enforce any breach of the agreement concerning the Use or Disclosure of Electronic PHI, and be provided to the State upon request;  

d) Report in writing to Covered Entity any Successful Security Incident or Targeted Security Incident as soon as it becomes aware of such incident and in no event later than five (5) business days after such awareness. Such report shall be timely made notwithstanding the fact that little information may be known at the time of the report and need only include such information then available;

e) Following such report, provide Covered Entity with the information necessary for Covered Entity to investigate any such incident; and 

f) Continue to provide to Covered Entity information concerning the incident as it becomes available to it.

5.2    Reporting Unsuccessful Security Incidents.  Contractor Business Associate shall provide Covered Entity upon written request a Report that: (a) identifies the categories of Unsuccessful Security Incidents; (b) indicates whether Business Associate believes its current defensive security measures are adequate to address all Unsuccessful Security Incidents, given the scope and nature of such attempts; and (c) if the security measures are not adequate, the measures Business Associate will implement to address the security inadequacies.

5.3	Contractor Business Associate shall comply with any reasonable policies and procedures Covered Entity implements to obtain compliance under the Security Rule.    


6.	Reporting and Documenting Breaches.  

6.1	Contractor Business Associate shall Report to Covered Entity any Breach of Unsecured PHI as soon as it, or any Person to whom PHI is disclosed under this Agreement, becomes aware of any such Breach, and in no event later than five (5) business days after such awareness, except when a law enforcement official determines that a notification would impede a criminal investigation or cause damage to national security. Such Report shall be timely made notwithstanding the fact that little information may be known at the time of the Report and need only include such information then available.

6.2	Following the Report described in 6.1, Contractor Business Associate shall conduct a risk assessment and provide it to Covered Entity with a summary of the event. Contractor Business Associate shall provide Covered Entity with the names of any Individual whose Unsecured PHI has been, or is reasonably believed to have been, the subject of the Breach and any other available information that is required to be given to the affected Individual, as set forth in 45 CFR § 164.404(c). Upon request by Covered Entity, Contractor Business Associate shall provide information necessary for Covered Entity to investigate the impermissible Use or Disclosure. Contractor Business Associate shall continue to provide to Covered Entity information concerning the Breach as it becomes available. 

6.3	When Contractor Business Associate determines that an impermissible acquisition, Access, Use or Disclosure of PHI for which it is responsible is not a Breach, and therefore does not necessitate notice to the impacted Individual, it shall document its assessment of risk, conducted as set forth in 45 CFR § 402(2).  Contractor Business Associate shall make its risk assessment available to Covered Entity upon request. It shall include 1) the name of the person making the assessment, 2) a brief summary of the facts, and 3) a brief statement of the reasons supporting the determination of low probability that the PHI had been compromised.  

7.	Mitigation and Corrective Action.  Contractor Business Associate shall mitigate, to the extent practicable, any harmful effect that is known to it of an impermissible Use or Disclosure of PHI, even if the impermissible Use or Disclosure does not constitute a Breach.  Contractor Business Associate shall draft and carry out a plan of corrective action to address any incident of impermissible Use or Disclosure of PHI. Contractor Business Associate shall make its mitigation and corrective action plans available to the State upon request.     

8.	Providing Notice of Breaches. 

8.1	If Covered Entity determines that a Breach of PHI for which Contractor Business Associate was responsible, and if requested by Covered Entity, Contractor Business Associate shall provide notice to the Individual whose PHI has been the subject of the Breach.  When so requested, Contractor Business Associate shall consult with Covered Entity about the timeliness, content and method of notice, and shall receive Covered Entity’s approval concerning these elements. Contractor Business Associate shall be responsible for the cost of notice and related remedies. 

8.2	The notice to affected Individuals shall be provided as soon as reasonably possible and in no case later than 60 calendar days after Contractor Business Associate reported the Breach to Covered Entity.

8.3	The notice to affected Individuals shall be written in plain language and shall include, to the extent possible, 1) a brief description of what happened, 2) a description of the types of Unsecured PHI that were involved in the Breach, 3) any steps Individuals can take to protect themselves from potential harm resulting from the Breach, 4) a brief description of what the Contractor Business Associate is doing to investigate the Breach to mitigate harm to Individuals and to protect against further Breaches, and 5) contact procedures for Individuals to ask questions or obtain additional information, as set forth in 45 CFR § 164.404(c).

8.4	Contractor Business Associate shall notify Individuals of Breaches as specified in 45 CFR § 164.404(d) (methods of Individual notice).  In addition, when a Breach involves more than 500 residents of Vermont, Contractor Business Associate shall, if requested by Covered Entity, notify prominent media outlets serving Vermont, following the requirements set forth in 45 CFR § 164.406.

9.	Agreements with Subcontractors. Contractor Business Associate shall enter into a Business Associate Agreement with any Subcontractor to whom it provides PHI to require compliance with HIPAA and to ensure Contractor Business Associate and Subcontractor comply with the terms and conditions of this Agreement. Contractor Business Associate must enter into such written agreement before any Use by or Disclosure of PHI to such Subcontractor. The written agreement must identify the State as a direct and intended third party beneficiary with the right to enforce any breach of the agreement concerning the Use or Disclosure of PHI. Contractor Business Associate shall provide a copy of the written agreement it enters into with a Subcontractor to the State upon request.  Contractor Business Associate may not make any Disclosure of PHI to any Subcontractor without prior written consent of the State.

10.	Access to PHI.  Contractor Business Associate shall provide access to PHI in a Designated Record Set to Covered Entity or as directed by Covered Entity to an Individual to meet the requirements under 45 CFR § 164.524. Contractor Business Associate shall provide such access in the time and manner reasonably designated by Covered Entity.  Within five (5) business days, Contractor Business Associate shall forward to Covered Entity for handling any request for Access to PHI that Contractor Business Associate directly receives from an Individual.  

11.	Amendment of PHI.  Contractor Business Associate shall make any amendments to PHI in a Designated Record Set that Covered Entity directs or agrees to pursuant to 45 CFR § 164.526, whether at the request of Covered Entity or an Individual. Contractor Business Associate shall make such amendments in the time and manner reasonably designated by Covered Entity.  Within five (5) business days, Contractor Business Associate shall forward to Covered Entity for handling any request for amendment to PHI that Contractor Business Associate directly receives from an Individual.  
 
[bookmark: OLE_LINK23]12.	Accounting of Disclosures.  Contractor Business Associate shall document Disclosures of PHI and all information related to such Disclosures as would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 CFR § 164.528.  Contractor Business Associate shall provide such information to Covered Entity or as directed by Covered Entity to an Individual, to permit Covered Entity to respond to an accounting request.  Contractor Business Associate shall provide such information in the time and manner reasonably designated by Covered Entity.  Within five (5) business days, Contractor Business Associate shall forward to Covered Entity for handling any accounting request that Contractor Business Associate directly receives from an Individual.  

13.	Books and Records.  Subject to the attorney-client and other applicable legal privileges, Contractor Business Associate shall make its internal practices, books, and records (including policies and procedures and PHI) relating to the Use and Disclosure of PHI available to the Secretary of Health and Human Services (“HHS”) in the time and manner designated by the Secretary. Contractor Business Associate shall make the same information available to Covered Entity, upon Covered Entity’s request, in the time and manner reasonably designated by Covered Entity so that Covered Entity may determine whether Contractor Business Associate is in compliance with this Agreement.

14.	Termination.  

14.1	This Agreement commences on the Effective Date and shall remain in effect until terminated by the State or until all the PHI is destroyed or returned to Covered Entity subject to Section 18.8.  

14.2	If Contractor Business Associate fails to comply with any material term of this Agreement, the State may provide an opportunity for Contractor Business Associate to cure. If Contractor Business Associate does not cure within the time specified by the State or if the State believes that cure is not reasonably possible, the State may immediately terminate the Contract without incurring liability or penalty for such termination. If neither termination nor cure are feasible, Covered Entity shall report the breach to the Secretary of HHS. The State has the right to seek to cure such failure by Contractor Business Associate. Regardless of whether the State cures, it retains any right or remedy available at law, in equity, or under the Contract and Contractor Business Associate retains its responsibility for such failure.

15.	Return/Destruction of PHI.  

[bookmark: OLE_LINK17]15.1	Contractor Business Associate in connection with the expiration or termination of the Contract shall return or destroy, at the discretion of the Covered Entity, PHI that Contractor Business Associate still maintains in any form or medium (including electronic) within thirty (30) days after such expiration or termination. Contractor Business Associate shall not retain any copies of PHI. Contractor Business Associate shall certify in writing and report to Covered Entity (1) when all PHI has been returned or destroyed and (2) that Contractor Business Associate does not continue to maintain any PHI. Contractor Business Associate is to provide this certification during this thirty (30) day period.  

15.2	Contractor Business Associate shall report to Covered Entity any conditions that Contractor Business Associate believes make the return or destruction of PHI infeasible.  Contractor Business Associate shall extend the protections of this Agreement to such PHI and limit further Uses and Disclosures to those purposes that make the return or destruction infeasible for so long as Contractor Business Associate maintains such PHI. 

16.	Penalties.  Contractor Business Associate understands that: (a) there may be civil or criminal penalties for misuse or misappropriation of PHI and (b) violations of this Agreement may result in notification by Covered Entity to law enforcement officials and regulatory, accreditation, and licensure organizations.  

17.	 Training. Contractor Business Associate understands its obligation to comply with the law and shall provide appropriate training and education to ensure compliance with this Agreement. If requested by the State, Contractor Business Associate shall participate in Covered Entity’s training regarding the Use, Confidentiality, and Security of PHI; however, participation in such training shall not supplant nor relieve Contractor Business Associate of its obligations under this Agreement to independently assure compliance with the law and this Agreement.

[bookmark: OLE_LINK14]18.	Miscellaneous.  

18.1	In the event of any conflict or inconsistency between the terms of this Agreement and the terms of the Contract, the terms of this Agreement shall govern with respect to its subject matter.  Otherwise, the terms of the Contract continue in effect.

18.2	Each party shall cooperate with the other party to amend this Agreement from time to time as is necessary for such party to comply with the Privacy Rule, the Security Rule, or any other standards promulgated under HIPAA.  This Agreement may not be amended, except by a writing signed by all parties hereto.

18.3	Any ambiguity in this Agreement shall be resolved to permit the parties to comply with the Privacy Rule, Security Rule, or any other standards promulgated under HIPAA.

18.4	In addition to applicable Vermont law, the parties shall rely on applicable federal law (e.g., HIPAA, the Privacy Rule, Security Rule, and HITECH) in construing the meaning and effect of this Agreement.  

18.5	Contractor Business Associate shall not have or claim any ownership of PHI. 

[bookmark: OLE_LINK15]18.6	Contractor Business Associate shall abide by the terms and conditions of this Agreement with respect to all PHI even if some of that information relates to specific services for which Contractor Business Associate may not be a “Contractor Business Associate” of Covered Entity under the Privacy Rule. 

18.7	Contractor Business Associate is prohibited from directly or indirectly receiving any remuneration in exchange for an Individual’s PHI.  Contractor Business Associate will refrain from marketing activities that would violate HIPAA, including specifically Section 13406 of the HITECH Act. Reports or data containing PHI may not be sold without Covered Entity’s or the affected Individual’s written consent.

[bookmark: OLE_LINK20]18.8	The provisions of this Agreement that by their terms encompass continuing rights or responsibilities shall survive the expiration or termination of this Agreement.  For example: (a) the provisions of this Agreement shall continue to apply if Covered Entity determines that it would be infeasible for Contractor Business Associate to return or destroy PHI as provided in Section 14.2 and (b) the obligation of Contractor Business Associate to provide an accounting of disclosures as set forth in Section 12 survives the expiration or termination of this Agreement with respect to accounting requests, if any, made after such expiration or termination.




For ADS:

Signature: 	________________________________________________

Name:	________________________________________________

Title: 		________________________________________________

Date: 		_______________________


For Contractor Business Associate:

Signature: 	________________________________________________

Name:	________________________________________________

Title: 		________________________________________________

Date: 		_______________________

 (End of Attachment E)
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